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0900

WELCOME ADDRESS
Mr Willie Cheng, Chairman, SID
GUEST- OF - HONOUR’S ADDRESS
Dr Yaacob Ibrahim
Minister for Communications and Information
Minister-in-charge of Cyber Security

0930

Dr John Seely Brown, the former Chief Scientist of Xerox, now part scientist, part artist, part strategist
and,  most of all, the Chief of Confusion, will share his unique views on how to make sense out of a
world of accelerating change.
BOARD AGENDA: DIGITAL DISRUPTION
Without a doubt, digital technologies provide the opportunity to reframe business and industry models
in powerfully disruptive ways, creating tremendous positive value for consumers, companies and the
community. At the same time, they are clear and present danger with the increasing level of cyber
attacks. How should boards respond to this dual digital challenges? A panel of innovators, industry
captains and directors will share their perspectives and experiences on how they and their organisations
manage the digital strategies to lead the way in the digital age.
Moderator : Mr John Senior, Senior Partner, Telecom, Media and Technology Practice, Bain & Company
Panellists : Dr John Seely Brown, Chief of Confusion and Co-Chairman, Deloitte Centre for the Edge
Mr Koh Boon Hwee, Managing Partner, Credence
Ms Jacqueline Poh, Managing Director, IDA
Dr Robert Yap, Executive Chairman, YCH Group
1100
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NETWORKING COFFEE BREAK

CYBER THREATS: THE DARK SIDE OF TECHNOLOGY
The big downside of digital technology is its criminal potential. Businesses around the world spent
more than US$500 billion recovering from data breaches and malware-related problems last year. As
more and more devices are connected to each other and the internet, companies are more vulnerable
than ever to cyber attacks. Yet, experts are saying that spending more does not mean being more safe.
A panel of experts in cybersecurity at the national and organisational level will discuss the
vulnerabilities faced by organisations and the approaches to dealing with cyber risks, especially when
the question of a cyber attack is not “whether” but “when”.
Moderator : Mr Khoo Boon Hui, Former President, INTERPOL
Panellists : Mr Tom Srail, Technology, Media &Telecommunications Practice Leader, Willis Towers Watson
Mr Bill Chang, CEO, Group Enterprise, Singtel
Mr David Koh, Chief Executive, Cyber Security Agency of Singapore
Mr Siim Sikkut, Digital Policy Adviser, Government Office of Estonia

1215

KEYNOTE ADDRESS
THE GAME IS CHANGING – ARE YOU?
Dr John Seely Brown
Chief of Confusion and Co-Chairman, Deloitte Centre for the Edge
The businesses of today have largely been built on pushing hierarchies, control, organisational
routines and predictability. Scalable efficiency was the holy grail. But the game is changing. The
“Big Shift” happened. The cloud, big data, cognitive computing and a host of other disruptive
technologies created a pull economy which is dramatically different and far more volatile than
before. It is a new world of exponential change, where yesterday’s best practices and business
models are being rapidly outmoded. How should companies and their leaders respond to the
disruption galore created by the digital tsunami?

1000
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DIGITAL TRANSFORMATION: THE BRIGHT SIDE OF TECHNOLOGY
Digital technologies have the potential to fundamentally change the basis of competition.
Businesses must disrupt themselves (before someone else does) to survive. But the fact of the
matter is that very few companies have sought to, and actually successfully disrupted themselves.
This panel of speakers from leading organisations will share how they are seeking to disrupt
themselves and the sectors in which they operate.
Moderator : Mr Scott Gibson, Group Executive, Digital Practice, Dimension Data
Panellists : Mr Helius Guimaraes, General Manager, Enterprise Architecture & Emerging
Technologies, Rio Tinto
Mr Khoong Hock Yun, Assistant Chief Executive, Development Group and Chief Data 		
Officer, IDA
Mr Bruce Liang, CIO, MOH Holdings
Ms Sumitra Pasupathy, Country Director, Ashoka
Mr Julian Persaud, Regional Director, Asia Pacific, Airbnb

1300

LUNCH IN THE DIGITAL DEN
Over 25 organisations will be showcasing the technologies, products, services and means by which
they have or can be used to survive or even thrive in the digital age. Participants will be able to learn
about, and even try out some of these technologies while enjoying their favourite treats in a trade
fair setting.

1400

1A - SMART NATION – NEW WAYS OF COMMERCE: LOGISTICS AND ECOMMERCE
Technology has transformed traditional commerce drastically, allowing customers to reach for goods
from further geographic regions, as well as enjoy customised orders and door-to-door deliveries.
New eCommerce technologies can help to bring about new opportunities in retail and solve inherent
challenges such as inventory management and supply chain efficiencies. One of which Is the virtual
fitting room which not only brings about an enhanced customer experience, but can also harvest
greater consumer shopping pattern insights.
Logistics is a critical component of successful eCommerce. IDA will share and explore new paradigms,
which can allow logistics service providers to optimise their trucks to carry fuller capacities and more
effectively fulfill their orders, reducing wastage of resources and reducing per-unit cost to companies.
Speakers

: Mr Heng Wei Yeow, Director, Logistics, Manufacturing and Retail Sector, IDA
Mr New Soon Tee, Director, Logistics, Manufacturing and Retail Sector, IDA
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1B – CYBER AT TACKS: HOW SECURE ARE YOUR COMPANY AND DATA?
The cyber threat landscape is evolving on a daily basis and the threats seem to be more
unpredictable and more dangerous with each attack. In this session, we will provide an interactive
overview of the threat landscape companies are currently facing. Participants will also get to
see in real life how these threats attack, how they exploit and what makes them so dangerous.
Following on from the cyber threat landscape overview, the panel will discuss practical steps companies
should be doing to deal with this evolving threat landscape.
Moderator : Mr Vincent Loy, Leader of Financial Crime and Cyber, Singapore & Asia Pacific, PwC
Panellists : Mr Guido Crucq, General Manager, Security Business Unit, NTT
Mr Ong Hian Leong, Managing Director and Director, Technology Department, GIC
Mr Shade Sanford, Vice President, Booz Allen Hamilton
Mr Michael Timms, Solution Product Manager, Symantec
1C – THE BOARDROOM OF THE FUTURE
As with the companies that they govern, technology can be used to help boards and directors manage
their work better. While companies have automated their operations to every extent possible, the
boardroom seems to be the last bastion of old-fashioned communications and manual processing.
This panel of technology companies in the provision of automated boardroom solutions and digital
directors using such technologies, will share the state of the market in the e-boardroom of the future.
Moderator : Mr Irving Low, Partner, KPMG
Panellists : Mr Nathan Birtle, Vice President, EMEA, Diligent
Mr Lim Chin Hu, Director, Telstra and Citibank
Mr Scott Russell, President and Managing Director, SAP Southeast Asia
Mr Kevin Shepherdson, CEO and Founder, Straits Interactive
1D – DIGITAL DISRUPTION IN BANKING: REIMAGINING THE FUTURE OF FINANCIAL
SERVICES WITH FINTECH
Fintech, the marrying of technology with core financial services, is creating new innovations to meet
customers’ financial needs. Global investments in fintech is growing exponentially, from US$100
million in 2008 to over US$12 billion in 2014. Will the digital revolution in financial services result
in new challengers that disintermediate and sideline existing banks? Or will it allow incumbents to
disrupt their own business model with new digital products, services and processes? Or will a more
collaborative model of accelerator programmes involving tech startups, financial institutions and
government lead quickly to a reimagined financial future?
A diverse group of players from the fintech sector, from the regulator (and the established players) to
new startups and incubators will discuss the challenges and opportunities in the emerging fintech
ecosystem.
Moderator : Mr Jeremy Tan, Founder and CEO, Korvac Holdings
Panellists : Mr Markus Gnirck, Co-founder, Startupbootcamp FinTech and Partner, Tryb
Mr Sopnendu Mohanty, Chief FinTech Officer, MAS
Mr Vince Tallent, Chairman and CEO, Fastacash
Ms Janet Young, Head of Group Channels and Digitalisation, UOB
2A - SMART NATION – NEW WAYS OF WORKING: TRADE FINANCE AND FUTURE OF WORKPLACES
What do new ways of work really look like in Singapore and, how would that impact your employees
and your operations? With increased connectivity, people are more connected and information can
now be accessible anywhere. Coupled with the shift in Singapore’s demographics, expectations of the
workforce have changed. In exploring New Ways of Work, IDA opens new possibilities for companies
to lower upfront costs and for employees to better manage work and life needs, through initiatives
such as the smart work centres and new technologies for collaboration.

2B – DIGITAL DISRUPTION IN HOSPITALITY: LOSING SLEEP OVER MORE AND CHEAPER ROOMS
The hospitality industry is seeing the digital war for customers intensify. Hotels are employing
more digital technologies to provide smart connected premises to appeal to connected customers.
Starwood guests, for example, do not even need to check in at the reception, and can access
their hotel room directly using their smartphones. However, hotels have to contend with online
channels for the booking of rooms. The rapid growth of Online Travel Agents (OTAs) has
impacted hotel margins. The “sharing economy” marked by the market entry of disruptive
start-ups such as Airbnb is creating new “hotel rooms” without it owning any of them.
A diverse panel of players from the hospitality industry will come together to
share their insights on what other marvels can be expected by travellers as they
collectively raise the bar on the digital experience across the customer lifecycle.
Moderator : Mr Robert Hecker, Managing Director, Horwath HTL
Panellists : Mr Simon Fiquet, General Manager, SEA & India, Expedia
Mr Loh Lik Peng, Founder, Unlisted Collection
Mr Luke Soon, Executive Director, Customer Experience Lead Advisory Services – ASEAN, EY
Mr Clement Wong, CEO, BeMyGuest
2C – DIGITAL DISRUPTION IN RETAIL: OF ECOMMERCE, OMNICHANNEL AND MOBILE
A recent study forecasted that the retail industry will be third most affected by digital disruption.
Established retailers have been struggling with the challenges of eCommerce, omnichannel and
mobile capabilities for years. While many now have an online presence, the pure online retailers are
giving them a good run for increasingly connected customers. For both established and new online
players, shoppers are out-maneuvering them:- customers are employing online tricks to outsmart
online retailers to get the best deal.
The panel of diverse players from the retail industry will discuss the role of “brick and mortar” versus
online stores, and the challenges they face to win over the constantly connected customer.
Moderator : Dr Terry O’ Connor, Group CEO, Courts Asia
Panellists : Ms Sarah Boyd, CEO, Guardian Health & Beauty
Mr Roger Egan, CEO, RedMart
Ms Emma Heap, Managing Director, Foodpanda Singapore
2D – DIGITAL DISRUPTION IN PUBLIC TRANSPORT: TAXIING TO A CAR-LESS FUTURE
The Internet, wireless technology and smart phones have transformed taxis as a transportation
mode as we know it. The entry of Uber and Grab has allowed smartphone users to conveniently
hire a cab in advance, on demand and at a fare of their choice. With the disruptive forces of the
sharing economy, efficient matching of passenger and driver locations and digital payments, industry
experts are already projecting a lower number of cars on the road due to the ease of ordering a taxi.
A panel of industry players including a startup, incumbent, regulator and association
come together to discuss the key trends and issues of the taxi and public transport sector.
Moderator : Dr Lee Kwok Cheong, CEO, SIM Global Education
Panellists : Mr Ang Hin Kee, Executive Advisor, National Taxi Association
Mr Tony Heng, Managing Director, SMRT Taxis and Private Hire Services
Mr Reuben Lai, Group Head of Business Development & Partnerships, Grab
Mr Leow Yew Chin, Director, Public Transport Promotion & Services, LTA

Disruptive technologies have also paved the way for transformation of the financial sector. Trade
financial transactions can now be digitised, allowing banks to reduce risks from duplicate invoices
and enhance security to the overall process, improving efficiency and strenghtening risk management.
IDA will be sharing the experience and learning points from trial initiatives on new technologies such
as block chain.
Speakers :
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Ms Lee Chein Inn, Deputy Director, Next Generation Services Development Division, IDA
Mr Yip Shue Heng, Director, Services Sector, IDA
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Mr Ang Hin Kee serves in the National Trades Union Congress (NTUC) as its Assistant
Secretary-General. He is also Executive Secretary of the Education Services Union,
Executive Advisor to the National Taxi Association and Advisor for the Labour
Movement’s Education Cluster.
Prior to joining NTUC, he held positions in the Employability Enhancement Department,
then served as the CEO of e2i, the one-stop institute to link up workers with employers
and training providers.

Dr Yaacob Ibrahim

Minister for Communications
and Information
Minister-in-charge of Cyber Security

SPEAKER
BIOGRAPHIES

Dr Yaacob Ibrahim is the Minister for Communications and
Information, the Minister-in-charge of Muslim Affairs and the
Minister-in-charge of Cyber Security.

Mr Ang Hin Kee

Executive Advisor,
National Taxi Association

Presently, Mr Ang is a Board Member of the Republic Polytechnic and the Singapore
Compact Management. At the community level, he has been actively involved in
grassroots activities since 2010. He is also the Member of Parliament for Ang Mo Kio GRC.
He graduated from the NUS with a Bachelor of Arts (Honours) in 1991.

He was a structural engineer at Bylander Meinhardt Partnership
before receiving a scholarship to pursue a PhD at Stanford
University. He then worked as a post-doctoral fellow at Cornell
University before joining the National University of Singapore (NUS).
Dr Yaacob has been active in community service and involved in
the Association of Muslim Professionals, Jamiyah, Majlis Ugama
Islam Singapura and the Nature Society (Singapore). Dr Yaacob
also served as a board member of the Civil Service College, the
National Heritage Board, STV12 Pte Ltd, and Temasek Polytechnic,
and as a trustee of NTUC Income, a union-linked cooperative. He
has been associated with Yayasan Mendaki since its formation
and has been its Chairman since March 2002.
Dr Yaacob has been a Member of Parliament (MP) since 1997.
He served as the MP for Jalan Besar Group Representation
Constituency (GRC) from 1997 to 2011 and Moulmein-Kallang
GRC from 2011 to 2015. He is currently the MP for Jalan Besar GRC
(Kolam Ayer). He was also the first Mayor of Central Singapore
District from April to November 2001.
Dr Yaacob served as Parliamentary Secretary and Senior
Parliamentary Secretary at the Ministry of Communications and
Information Technology before he was appointed the Minister of
State for Community Development and Sports in November 2001.
In March 2002, he was appointed as the Ministry’s Acting Minister
and Minister-In-charge of Muslim Affairs. In May the following
year, he was promoted to Minister for Community Development
and Sports.

Mr Nathan Birtle is Vice President, Sales and Business Development, EMEA at Diligent
where he is responsible for client acquisition strategies and execution.
He has held senior management positions at IBM, Arbortext (a PTC company) and Sparta
Systems prior to his role at Diligent.
He has extensive experience in leading international businesses from start-ups to
multinationals, advising companies from a wide range of industries on effective use of
Information Technology solutions.

Mr Nathan Birtle

Vice President, EMEA, Diligent

In August 2004, Dr Yaacob was appointed Minister for the
Environment and Water Resources. He was re-appointed in the
same capacity following the May 2006 elections. Following the
May 2011 elections, he was appointed Minister for Information,
Communications and the Arts. In November 2012, with the
restructuring of ministries, Dr Yaacob became the Minister
for Communications and Information. He was appointed the
Minister-in-charge of Cyber Security in April 2015. He has been
re-appointed as the Minister for Communications and Information
following the September 2015 elections. He continues to be in
charge of Muslim affairs and cyber security.
Dr Yaacob is vice-chairman in the People’s Action Party’s Central
Executive Committee.

Ms Sarah Boyd is the CEO of Guardian Health & Beauty. She has been with Guardian
Singapore since early 2013.
Before joining Dairy Farm, Ms Boyd spent 15 years in commercial roles on the supplier
side working for Coca-Cola, the L’Oreal Group and the Chanel Group in Europe.
Having grown up and done her schooling in Singapore, she is very much enjoying being
back with her husband, children and dogs in tow; making the most of the weather, the
travel opportunities and the local food.

Ms Sarah Boyd

CEO, Guardian Health & Beauty

Dr Yaacob was born in Singapore on 3 October 1955. He is married
and has two children: a son and a daughter. He enjoys reading,
listening to music and meeting people.
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Dr John Seely Brown was Chief Scientist of Xerox Corporation until April 2002
and Director of the Xerox Palo Alto Research Centre until June 2000. Dr Brown is
currently the Independent Co-Chairman for Deloitte’s Centre for the Edge and a
visiting scholar and advisor to the Provost at the University of Southern California.

Dr John Seely Brown

Chief of Confusion and
Co-Chairman, Deloitte Centre
for the Edge

He is a member of the American Academy of Arts and Sciences, the National
Academy of Education, and a fellow of the American Association for Artificial
Intelligence. He serves on private and public boards and has authored numerous
articles and reports. He co-authored several books, including The Social Life of
Information, The Only Sustainable Edge and The Power of Pull and The New Culture
of Learning (with Doug Thomas). His current book, Design Unbound is co-penned
with Ann Pendleton-Jullian from Georgetown University.
Dr Brown received a BA from Brown University in 1962 in mathematics and
physics and a PhD from the University of Michigan in 1970 in computer and
communication sciences, and has received nine honorary doctorate degrees.

Mr Robert Chew is Managing Partner of iGlobe Partners, an early stage technology
investor, and Stream Global. He is currently a board member of Alexandra Health
System, Anacle Pte Ltd, Kwong Wai Shiu Hospital, Integrated Health Information
Systems, Scanadu Holdings, Shared Services for Charities, and the National Council of
Social Service. He was a former Partner of Accenture.
Mr Chew is a Fellow of the Singapore Computer Society (SCS), and a council member
in the National Information Technology Standards Committee (ITSC), where he chairs
ITSC’s Cloud Computing Standards Task Force.

Mr Robert Chew

Council Member, SID

Mr Bill Chang has been Country Chief Officer, Singtel since September 2014.
He is concurrently the CEO of Group Enterprise, which provides innovative and
comprehensive Information and Communications Technology solutions to the
Group’s enterprise customers across multiple geographies. Prior to assuming this
position in July 2012, he was the Managing Director, Business Group, Singtel. He
joined Singtel in 2005 as Executive Vice President of Corporate Business.

Dr Wilson Chew is Partner at PricewaterhouseCoopers in Singapore. He leads the
strategy team in the Entrepreneurial and Private Clients practice of the firm.
Prior to PwC, Dr Chew was the Group Principal Consultant and CEO of StrategiCom,
which was integrated into PwC in 2015.
Dr Chew sits on the boards of Swee Hong Limited, SID and The National Arthritis
Foundation. He is an advisor for the Wharton-SMU-IBM Business & Industry Insight
Programme and lectures at the University’s Lien Centre for Social Innovation.

Mr Chang serves on the boards of several wholly-owned and associate
companies of Singtel. He is the Chairman of US-based Trustwave Holdings,
Inc., one of the largest independent managed security services providers
which Singtel has acquired. He is also a board member of SingPost.

Mr Bill Chang

CEO, Group Enterprise, Singtel

Mr Chang is the Chairman of the Singapore Polytechnic Board of Governors.
He was on the board of Workforce Development Agency for six years until
2011. For his contributions to Singapore’s workforce development, Mr Chang
received the National Day Public Service Medal in 2007.

Dr Wilson Chew

Council Member, SID

Mr Guido Crucq joined Dimension Data Asia Pacific Pte Ltd, an NTT Group company
in 2010. In his current role, Mr Crucq is responsible for the execution and strategy for
the security solutions portfolio that supports Dimension Data’s clients in assessing,
planning, building, and operating their environment.

Mr Willie Cheng is a former managing partner of Accenture, a global
management consulting and technology services firm. Since his retirement
in 2003, he has stayed involved with the business and the infocomm
communities. He currently sits on the boards of UOB, Far East Hospitality
Asset Management, SingHealth and Integrated Health Information Systems.

Mr Crucq has been active in the security arena for more than 19 years and with extensive
experience in security consulting, operations and sales. Having worked closely with
clients and technology partners, he holds a deep understanding of the security market
and its drivers.

However, he spends the larger part of his time working with nonprofit
organisations on boards and as a volunteer. He is currently a director of CHARIS,
apVentures, Council for the Third Age, NTUC Health, Catholic Foundation and
SymAsia Foundation.

Mr Willie Cheng
Chairman, SID
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He is an honorary fellow of the Singapore Computer Society, and a fellow of
the Singapore Institute of Chartered Accountants and the Singapore Institute
of Directors.

He was awarded the Asia Brand Leadership Award for his outstanding contribution to
the applied knowledge of brand strategy in management science. He wrote three books:
Transforming Your Business into A Brand: The 10 Rules of Branding, Killer Differentiators: 13
Strategies to Grow Your Brand, and B2B: 10 Rules to Transform Your Business into A Brand.
Dr Chew holds a Doctorate in Business Administration from the University of South
Australia, an MBA from the University of Strathclyde Graduate Business School, an
Executive Diploma In Directorship from SMU/SID and graduated from Harvard Business
School’s Corporate Board Leadership programme.

Before joining Singtel, Mr Chang was the Managing Director of CISCO
Systems’ Advanced Services Group, responsible for the company’s operations
in Asia Pacific. Mr Chang holds a Bachelor of Engineering (Honours) degree in
Electrical and Computer Systems Engineering from Monash University.

He has written extensively on the nonprofit sector. He is author of Doing
Good Well: What does (and does not) make sense in the nonprofit world, and coeditor of The World That Changes The World: How philanthropy, innovation, and
entrepreneurship are transforming the social ecosystem.

He was awarded SCS’s IT Leader of the Year in 2009, and was conferred the Public
Service Medal in 2013.

Mr Guido Crucq

General Manager, Security
Business Unit, NTT

Prior to his move to Singapore, Mr Crucq was the head of Network Integration and
Security solutions groups in Dimension Data Netherlands.
In addition to his Masters degree in Business Economics at the University of Amsterdam,
Mr Crucq also has attended a number of technical and business courses including a
management programme at the Nyenrode Business University.
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Mr Roger Egan is co-founder and CEO at RedMart, Singapore’s leading online store for
groceries, household essentials and related products.

Mr Markus Gnirck is Partner and Co-Founder of tryb, an investment partnership for the
ASEAN financial services sector, based in Singapore.

Prior to RedMart, Mr Egan co-founded Integro Insurance Brokers, which was the largest
US venture capital deal of 2005. While at Integro, he created and launched Hedge
Shield®, an insurance product that protects hedge fund investors against fraud.

Prior to tryb, Mr Gnirck co-founded Startupbootcamp fintech, the largest innovation
programme in the fintech industry, with startup accelerator programmes in London,
Singapore and New York. He led investments in 20 fintech startups worldwide and sits
on the board of multiple companies in Europe and Asia.

Mr Egan started his career in investment banking at Bank of America in New York. He
then joined Omega Capital, a hedge fund based in Madrid, Spain, before embarking on
his entrepreneurial career.

Mr Roger Egan
CEO, RedMart

Mr Simon Fiquet

General Manager,
SEA & India, Expedia

Mr Egan has a MBA in Entrepreneurship from INSEAD and a Bachelor of Economics from
the University of Pennsylvania.

Mr Markus Gnirck

Co-founder, Startupbootcamp
FinTech and Partner, tryb

In his position of expanding Startupbootcamp to Asia, he played an instrumental role
in building up fintech ecosystems across the region and driving policy change, he
is now rated as one of the key fintech influencers in APAC and voted in Forbes’ Asia
list #30under30. In the last two years, he has worked with more than 100 early stage
companies in Asia to create partnerships with financial institutions.

Mr Simon Fiquet joined Expedia on March 14, 2016 as General Manager, SEA & India. As
a part of the APAC management team, he grows Expedia business across seven point of
sales. Mr Fiquet manages the operations, introduction of new products and the overall
business results for Expedia.

Mr Helius Guimaraes is General Manager, Enterprise Architecture & Emerging
Technologies at Rio Tinto, responsible for developing strategies, architecture and
roadmaps through translation of Rio Tinto’s business objective into effective IT solutions
and promoting innovation and emerging technologies to support Rio Tinto’s objectives.

Before Expedia, Mr Fiquet headed the online travel team at Google Singapore. His
team supported directly Google’s largest online travel clients and partners in APAC
to help them achieve some of their key business objectives online. He has also led
the Global Accounts Travel APAC team, focusing on establishing long-term, meaningful
partnerships at regional and global level with Google’s top 10 travel partners, and to
drive execution on joint strategic priorities.

From 1994 to 2007, he worked for De Beers managing global programmes to deliver
standardised processes and systems that support a global collaborative culture. Mr
Guimaraes began his career in an IT start-up in Brazil.

Before moving to Singapore, he worked as EMEA Key Account Manager at Google, based
in Paris. He worked as a strategy consultant earlier in his career, and has a science and
engineering background.

Mr Guimaraes has a bachelor’s degree in geology and Masters in geosciences as well as
Master Business Administration.

Mr Helius Guimaraes

General Manager, Enterprise
Architecture & Emerging
Technologies, Rio Tinto

Mr Fiquet is an active Academic & Education Advisory Council member at SHATEC,
Singapore Hospitality’s leading professional school.

Mr Scott Gibson completed his studies in Cape Town, did his articles with Coopers &
Lybrand and qualified as a Chartered Accountant in Johannesburg. He then worked for
Gary Player for three years before moving to Deloitte Corporate Finance in London.

Ms Emma Heap is Managing Director, Foodpanda Singapore, the leading online
food delivery marketplace in Southeast Asia. Prior to this, she worked for five years
at Groupon after graduating from the London School of Economics. In her role, she
ensures sustainable and profitable relationships with customers and merchants to
grow the online food ordering industry in Singapore.

While working for Deloitte in London, he led the Dimension Data listing on the London
Stock Exchange and in 2000 was offered the position of VP, Group Finance of Dimension
Data and relocated back to South Africa. Mr Gibson was in this position for five years
before being appointed as MD of Conscripti (a JV between Dimension Data and Tata
Consultancy Services). In April 2007, he was appointed to the position of Britehouse
Group CEO a position he held until 2015 when Britehouse became a wholly-owned
subsidiary of Dimension Data.

Mr Scott Gibson
Group Executive,
Digital Practice,
Dimension Data
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Following this acquisition, in October 2015, Mr Gibson was appointed Group Executive of
Dimension Data’s newly established digital practice. In this role, he oversees Dimension
Data’s digital and application competences and has responsibility to accelerate client’s
digital transformation journey.
Mr Gibson is passionate about the possibilities of the digital economy and when not at
work he enjoys time with his family, cycling, golf and flying helicopters.

Ms Emma Heap

Ms Heap has worked in multiple countries improving the operations and organisational
structures of Groupon. Previously as Operations Director, she oversaw operations, people
and strategy, as well as revenue management, product management and marketing. Some
of her key successes while at Groupon include driving double-digit revenue growth within
six months in to her role, increasing customer sign up and mobile revenue, as well as
reducing customer attrition through increased customer engagement.

Managing Director,
Foodpanda Singapore
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Mr Khoo Boon Hui has over 30 years of police experience and was appointed
Commissioner of Police in 1997, a post he held till 2010. He also served as President of
INTERPOL from 2008 to 2012 and was the Senior Deputy Secretary of the Ministry of
Home Affairs from 2010 to 2014. Upon his retirement from the Government, Mr Khoo
was appointed the Senior Advisor of MHA, and then as a Senior Fellow. He is also a
Senior Fellow of Singapore’s Civil Service College and Home Team Academy; and a
fellow of the Singapore Institute of Directors.

Mr Robert Hecker manages the Pacific Asia arm of Horwath HTL with offices in Tokyo,
Beijing, Shanghai, Hong Kong, Kuala Lumpur, Singapore and Jakarta. Since taking on
APAC regional roles in Horwath HTL in 1988, he has developed an extensive background
and expertise in the region’s developing hotel and tourism industries through his direct
involvement in the planning and analysis of projects located throughout the region.
He has 40 years of experience including work in hotel operations with Pacific Plaza
Hotels at various properties in Northern California and conducting market and financial
analyses for hotels, resorts, cruise ships, convention centres, conference centres and
restaurants while with Laventhol and Horwath in San Francisco.

Mr Robert Hecker

Managing Director, Horwath HTL

He is a frequent speaker at industry conferences around the region and has published
numerous research articles in regional trade publications.

Mr Khoo Boon Hui

Former President, INTERPOL

Mr Khoong Hock Yun is the Assistant Chief Executive (Development) and Chief Data
Officer of IDA.

Mr Tony Heng joined SMRT Taxis Pte Ltd in 2011 to oversee taxi operations. He played
an integral part in turning SMRT Taxis in to the largest hybrid taxis fleet operator in
Singapore. Mr Heng spearheaded the development of several system enhancements,
namely the Self-Help Driver Portal and Taxi Availability Tracking System, to provide
up-to-date information to taxi drivers. He is also involved in the research collaboration
project between SMRT Taxis Pte Ltd and TUM Create Limited.

Mr Khoong joined IDA’s senior management team in 2000 around the time of its
founding. He is responsible for the ‘Build’ agenda for IDA, to generate economic
growth for Singapore. This includes developing and building the infocomm industry,
infocomm manpower and critical national infocomm infrastructure, such as the
Nationwide Broadband Network (NBN). Mr Khoong also oversees IDA’s strategic
and corporate planning, enablement of industry sectors with infocomm, as well as the
mandate to develop the Smart Nation Platform.

Mr Heng headed Bus-Plus Services between 2012 and 2013 and was appointed a
shareholder representative with Shenzhen Zona Transportation Group Co Ltd in 2013.
He is also Director of Strides Transportation Pte Ltd, a wholly owned subsidiary of SMRT
Taxis incorporated in March 2016.

Mr Tony Heng

Managing Director,
SMRT Taxis and
Private Hire Services

Mr Heng was appointed as Managing Director, overseeing the strategic business areas
encompassing SMRT Taxis, Strides Transportation and Bus-Plus Services in June 2016.
Prior to joining SMRT, Mr Heng was at Comfort Delgro working as Head of Operations
before being promoted to Assistant VP, Operations. Mr Heng holds a Bachelor of
Business from Royal Melbourne Institute of Technology.

Mr Khoong Hock Yun
Assistant Chief Executive,
Development Group and
Chief Data Officer, IDA

Mr Koh Boon Hwee is Chairman of Credence Partners Pte Ltd, a private equity firm
providing growth stage capital and expertise to SMEs in Southeast Asia.
He is also the Chairman of Sunningdale Tech Ltd, Yeo Hiap Seng Limited, Far East
Orchard Limited, Rippledot Capital Advisers Pte Ltd, FEO Hospitality Asset Management
and AAC Technologies Holdings Inc, Deputy Chairman of the Securities Industry Council,
a Member of the Investment Board of GIC Private Limited, and a Director of Agilent
Technologies, Inc in the United States.

Prior to joining IDA, Mr Heng was the APAC Head of Content at RS Components where
he was part of the Global Content management team responsible for transforming
content strategy to support consumer insights driven by data analytics.
He has also spend a large part of his career in supply chain operations, business and
management consulting, product management and eCommerce content management
across 12 Asia Pacific countries.
Assistant Director, Logistics,
Manufacturing and
Retail Sector, IDA

Other transformational initiatives led by Mr Khoong include Wireless@SG, National
Authentication Framework, National Cloud Computing Office, Singapore Internet
Exchange, an upcoming Data Centre Park and Singapore’s first cloud-based infrastructure
implementation for the inaugural Youth Olympic Games in 2010.
A Harvard Business School alumnus, Mr Khoong has Masters in Engineering and
Business Administration. He enjoys playing golf for leisure.

Mr Heng Wei Yeow is Assistant Director, Logistics & Retail Sector, IDA. He has 19 years of
industry experience with the ICT, FMCG, manufacturing, distribution and management
consulting practice in the Asia Pacific region.

Heng Wei Yeow

Mr Khoo is the Deputy Chairman of the Singapore Quality Award Governing Council
and a board member of Singapore Technologies Engineering, Singapore Health Service,
Certis CISCO, Casino Regulatory Authority and Temasek Foundation. He is an Advisor to
INTERPOL, Singapore’s National Cybersecurity R&D Programme, Standard Chartered
Bank’s Board Financial Crime Risk Committee, Palo Alto Networks and the International
Centre for Sports Security. He is currently a member of the World Economic Forum
Meta-Council on the Illicit Economy and the Global Initiative against Transnational
Organised Crime.

Mr Koh Boon Hwee

Managing Partner, Credence

He started his career in 1977 at Hewlett Packard and rose to become its Managing
Director in Singapore from 1985 to 1990. From 1991 to 2000, he was Executive
Chairman of the Wuthelam Group.
Mr Koh was also the Chairman of the Singapore Telecom Group (Singtel) and its
predecessor organisations, Singapore Airlines Limited and DBS Bank. He also served on
the board of Temasek Holdings Pte Ltd.
He is currently Chairman of the Board of Trustees of Nanyang Technological University,
and a director of the Hewlett Foundation.
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Mr David Koh

Chief Executive,
Cyber Security Agency
of Singapore

Mr David Koh is concurrently the Deputy Secretary (Technology) and Deputy Secretary
(Special Projects) of the Ministry of Defence (MINDEF) and the Chief Executive of
the Cyber Security Agency (CSA) of Singapore. Prior to his current appointments, Mr
Koh served in the Singapore Armed Forces and has held varied command and staff
appointments in MINDEF and the SAF.

Dr Lee Kwok Cheong has been the CEO of SIM Global Education since 2005.

As the Chief Executive of CSA, he leads CSA’s efforts to provide dedicated and centralised
oversight of national cyber security’s functions. These include strategy and policy
development, cyber security operations, industry development and outreach. Mr Koh
and his team also work closely with the private sector to develop Singapore’s cyber
security ecosystem.

Dr Lee has served on many boards and national committees in education, manpower
and IT. He is presently on the boards of the Inland Revenue Authority of Singapore
and Nera Telecommunications Ltd. He was in the Steering Committee of the Infocomm
Media Masterplan 2025 and chaired its Manpower Working Committee.

He sits on the Boards of the Media Development Authority (MDA), Defence Science
and Technology Agency (DSTA), DSO National Laboratories (DSO) and Temasek Defence
Systems Institute (TDSI).

He was the Group CEO of NCS Pte Ltd, from 1995 to 2005; Chairman of NCS from 2005
to 2006 and as an Advisor to NCS from 2006 to 2009. Prior to that, he was the Assistant
Chief Executive at the National Computer Board.

Dr Lee Kwok Cheong

CEO, SIM Global Education

Mr Koh graduated from King’s College, University of London, UK, with a Bachelor’s degree
in Electrical and Electronics Engineering. He also has a Master’s in Public Administration
from Harvard University.

Dr Lee has just been awarded the 2016 National Day Public Service Star (BBM) Award.
He also received Singapore’s Public Service Medal (PBM) in 2010. He was conferred the
IT Person of the year Award in 2000, Honorary Fellow in 2008 and Hall of Fame Award
in 2011 by the Singapore Computer Society, the H.E.A.L.T.H. Leader Excellence Award
from the Health Promotion Board in 2004, and the Special Recognition Award given by
the Ministry of Information, Communications and the Arts in 2006.

He and his wife, Marlene, have three children, Daniel, Rachel and Michael.

Mr Leow Yew Chin is the Director, Public Transport Promotion & Services of LTA. He
currently oversees the promotion of travel demand management and public transport
concession schemes, the implementation of bus information systems, and the regulation
of Singapore’s taxi industry.

Mr Reuben Lai is Group Head, Business Development at Grab Holdings. He oversees the
launch of new strategic businesses and partnerships.
Prior to Grab, he was Director of Strategy and Business Development at The Walt Disney
Company SE Asia, where he worked on various growth initiatives across television,
studios, retail and digital. He was also previously at Bain & Co, where he worked on a
number of engagements including portfolio strategy, business unit turn-around, market
entry strategies, and M&A.
He received an MBA from INSEAD, an MSc in Industrial Engineering from NUS and BSc
in Mechanical Engineering from Purdue University.

Mr Reuben Lai

Mr Leow Yew Chin

Group Head of Business
Development and Patnerships,
Grab

Director, Public Transport
Promotion & Services, LTA

Ms Lee Chein Inn is Deputy Director, Next Generation Services Development Division
in IDA. As division head, she is responsible for the development and adoption of new
services that could impact the ways people in Singapore work and live. Her work
includes developing new business models for services and promoting innovative use of
technology to support Singapore’s vision of Smart Nation.

Deputy Director, Next Generation
Services Development Division, IDA
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Mr Leow holds a Bachelor of Civil Engineering from NUS, and a Master of Science
in Urban Studies and Planning from the MIT. His diverse transport experience also
includes bus and MRT planning, transport policy reviews, and road/rail engineering
design and project management. He was awarded the Public Administration Medal
(Bronze) in 2014.

Mr Bruce Liang is the Chief Information Officer (CIO) of MOH and MOH Holdings,
overall responsible for the vision, planning, policies and investments of Information
Technology capabilities to realise Singapore’s Health Care 2020 vision. As CIO for
MOH Holdings, he spearheads the planning, implementation and operation of a set of
healthcare capabilities across public and private sector, for the good of the public. Mr
Liang has held these two roles since 1 February 2013.

Under her charge, the team has brought about the concept of new ways of work, set
up the first Smart Work Centres in Singapore and collaborated with industry players to
grow the ecosystem.

Ms Lee Chein Inn

Mr Leow has been involved in taxi matters since 2012 when he led taxi policy reviews
in the Ministry of Transport. When he returned to LTA in 2014, he led his team to
review disruptive technology that has benefited commuters, while needing to ensure
proper transition for the incumbent taxi industry. Mr Leow and his team introduced the
regulatory framework for third-party taxi booking services in 2015 and will implement
a vocational licensing framework for private hire car drivers, and other light-touch
regulations for private hire car services by 2017.

Mr Bruce Liang

CIO, MOH Holdings

Prior to 1 February 2013, Mr Liang was at Accenture for 19 years. His last role was
Managing Director, Growth and Operations – ASEAN Products Practice. Prior to that,
he was Partner for Accenture’s Health and Public Sector Practice in Asia Emerging
Markets. He has worked extensively with Government and large businesses across
Asia.
Mr Liang currently holds Directorship on the Boards of Assurity Trusted Solutions Pte
Ltd and IHiS Pte Ltd. He also sits on the Executive Committee of Singapore Computer
Society (SCS) and Information Technology Management Association (ITMA).
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Mr Lim Chin Hu serve as an independent director of Kulicke & Soffa Inc, a US NASDAQ
listed company semiconductor equipment company (NASDAQ: KLIC); Telstra Corporation
Ltd, a ASX listed telecommunications company (ASX: TLS ) and Keppel DC REIT ( SGX: AJBU.
SI ). He is a non-executive director of Citibank Singapore Limited and Heliconia Capital
Management Pte Ltd.

Mr Vincent Loy is the Financial Crime and Cyber Risk Leader in Singapore and Asia Pacific
region at PwC. Prior to that, Mr Loy headed PwC UK Financial Services Technology Risks
practice and was a member of PwC Risk Assurance Leadership team. He has spent 20
years working in complex global companies and specialises in complex and emerging
business and related technology issues. Mr Loy has advised many large and complex
organisations on business and technology strategy, governance, security, sourcing,
operations specifically relating to risks and resilience, cyber and data.

He is a board member of Eastern Health Alliance, Integrated Healthcare Information
Systems and an advisory member of SGX Listing Advisory Commission and IDA’s Personal
Data Commission.

Mr Lim Chin Hu

Director, Telstra and Citibank

He had a 30-year career in IT, which includes management positions at Hewlett Packard,
Sun Microsystems and CEO of Frontline Technologies.
Mr Lim holds a Bachelor of Applied Science degree from La Trobe University, Melbourne. He
is a fellow of Singapore Institute of Directors and previously served as an SID council member.

Mr Vincent Loy

Leader of Financial Crime and
Cyber, Singapore &
Asia Pacific, PwC

Mr Sopnendu Mohanty is Chief Financial Technology (Fintech) Officer, Monetary Authority
of Singapore (MAS). He is responsible for creating development strategies and regulatory
policies around technology innovation to better manage risks, enhance efficiency and
strengthen competitiveness in the financial sector. Prior to joining MAS, Mr Mohanty was
with Citibank as their Global Head of the Consumer Lab Network and Programmes.

Hotelier and restaurateur, Mr Loh Lik Peng founded Unlisted Collection and has started
ventures across Singapore, Shanghai, London and Sydney. Mr Loh is also member of
Singapore Tourism Board’s (STB) Tourism Consultative Council. In 2004, the STB awarded
Mr Loh with the “New Tourism Entrepreneur Award” for his work in transforming a simple
shop house into Hotel 1929. He was then awarded the “Tourism Entrepreneur of the Year”
award at the Singapore Experience Awards 2011.

Mr Loh Lik Peng

Founder, Unlisted Collection

He was appointed Chairman of the Singapore Philatelic Museum in 2012 and is the
advisory board member of the Peranakan Museum. He is also on the Conservation Advisory
Panel of the Urban Redevelopment Authority, Director of Singapore Cruise Centre Pte Ltd
and from 2015, the Director for Mercy Relief. Effective 2016, Mr Loh is the Chairman of
Asian Civilisations Museum and SHATEC Institutes.
Mr Loh attended Law school in University of Sheffield and went on to study his postgraduate
degree at the London School of Economics followed by bar exams in London before
returning to Singapore in 1997. Upon his return, he became a corporate litigator before
leaving the profession to step into the hospitality industry.

Mr Sopnendu Mohanty
Chief FinTech Officer, MAS

Mr Irving Low

Partner, Head of Risk
Consulting, Head of Markets,
KPMG
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His key external appointments include being a member of the Institute of Singapore
Chartered Accountants (ISCA) Governance Committee, and the Internal Audit Committee
for the Singapore Accountancy Council (SAC). Mr Low is also a board member of SID and an
adjunct Associate Professor at NTU’s Nanyang Business School.

Mr Mohanty has spent 20 years in the APAC region holding various roles in technology,
finance, productivity, and business development. He was Citibank’s APAC regional head
of Branch operations along with heading the Consumer Innovation Lab in Singapore.
He spent a significant time in Japan, where he was Head of Citibank’s Retail Business
Development and held leadership stints in within operations and technology. Globally,
he played a significant subject matter expert role in driving Citibank’s global smart
banking programme.
Mr Mohanty has co-authored various patented work in retail distribution of financial
sector. He is based in Singapore, loves travelling, reads history and pursues culinary
innovation as a hobby.

Mr Irving Low is Partner with KPMG Advisory LLP in Singapore and heads the Risk
Consulting Practice in both Singapore and Indonesia. He has over 23 years of experience
with KPMG having worked in both its London and Singapore offices. His focus is varied
across many industries, such as property development and construction, manufacturing,
insurance, engineering and financial services. Mr Low has undertaken numerous corporate
governance reviews for both public and private organisations, in light of the renewed focus
in this area.
Mr Low has recently been appointed as the Head of Markets in Singapore, and is a member
of the firm’s Senior Management Executive Committee. He oversees the firm’s overall
market strategy in all the areas of practices and services, in audit, tax and advisory, as well
as branding and marketing,

Mr Loy is a well-known industry expert on business and IT governance and risk. He
regularly presents and leads thought leadership conversations with industry leaders,
regulators and the international media. Mr Loy has extensive experiences in working
with international cyber intelligence agencies, local regulators and senior management,
boards of large enterprises on cyber framework to address complex IT risks and resilience
in order to enhance cyber preparedness against potential cyber threats and attacks.

Mr New Soon Tee is Director of Logistics & Retail Sector in IDA. The 19-year ICT industry
veteran has conceptualised ideas and solutions that had transformed the logistics
and retail sectors. He also sits in the eCommerce and eFulfilment Advisory Council
of SingPost and participates in the Logistics Technical Committee of the Singapore
Standards Council.
Prior to IDA, Mr New was the General Manager of IT at Toll Global Logistics where he
was a member of the Global IT Steering Committee, responsible for developing the IT
strategic roadmap for the Toll Group.

Mr New Soon Tee

During his tenure at General Electric, he implemented enterprise IT solutions across
various businesses in multiple countries.

Director, Logistics and
Retail Sector, IDA
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Dr Terry O’Connor is the Group CEO of Courts Asia Limited, one of Southeast Asia’s leading
electrical, IT and furniture retailers. Dr O’Connor started his career in retailing in Colorvision
PLC, rising to the post of Buying Director at the age of 23.

Mr Julian Persaud is Regional Director for Asia Pacific at Airbnb. He is responsible for
developing and leading all strategic initiatives and operations and oversees Airbnb’s
dynamic growth in a market that plays a strategic role for the company. Mr Persaud
joined Airbnb from Google where he was Managing Director, Southeast Asia, expanding
Google’s business across Asia Pacific. Prior to joining Google, he was at Yahoo Search
Marketing (formerly Overture) where he was responsible for growing strategic
partnerships with some of Australia’s leading telcos and media companies.

In 1993, he joined Courts to spearhead its acceleration into the electrical retail market in
Singapore. After the private equity-led buyout of Courts’ operations in Southeast Asia in
2007, he assumed the role of CEO for Courts in Asia and has since led a turnaround of its
operations in Malaysia and entry into Indonesia.

Dr Terry O’Connor

Group CEO, Courts Asia

Dr O’Connor was the President of the British Chamber of Commerce from 2006 to 2010.
He is Senior Advisor to the Institute of Advertising, Singapore and the Regional Chair of
the Southeast Asian chapter of the Young Presidents’ Organisation. He was appointed by
the Minister of Education as a Member of the National Youth Achievement Award Advisory
Board from 2013 to 2016.

Mr Persaud is British and started his career in the UK working for the online auction
start-up QXL (online auctions). He has spent most of his career working in tech and
online business and currently lives in Singapore with his wife and two daughters.

Mr Julian Persaud

Regional Director, Asia Pacific,
Airbnb

He was conferred the award of Officer of the Most Excellent Order of the British Empire
by The Queen of England in June 2010. In August 2014, the University of Stirling honoured
him with an Honorary Degree.

Ms Jacqueline Poh has served in the Administrative Service for over 16 years. In her
current position as Managing Director for IDA, Ms Poh leads IDA’s policy and regulatory
functions. These include developing infocomm and data policies, telecommunications
regulation, as well as guiding the strategic Government Chief Information Office (GCIO)
function, government digital services, data analytics and cybersecurity governance. She
also plays a leading role in the government’s Smart Nation initiative.

Mr Ong Hian Leong works for the GIC Pte Ltd, one of the world’s leading sovereign wealth
funds established by the Singapore government.
He is responsible for GIC’s global IT directions and architecture, databases and application
solutions development and implementation, 24X7 operations and support, and IT security
and governance. He also chairs the GIC’s Global Business Continuity Management
(BCM) Programme.

Prior to her appointment in IDA, Ms Poh has held positions in the Ministry of Manpower,
the Ministry of Finance, the Prime Minister’s Office and MINDEF Singapore.

Prior to GIC, Mr Ong worked for the Ministry of Defence (MINDEF) Singapore and was
actively involved in its computerisation efforts.

Mr Ong Hian Leong

Managing Director and Director,
Technology Department, GIC

Ms Jacqueline Poh

Managing Director, IDA

Mr Scott Russell is President and Managing Director for SAP, Southeast Asia (SEA). He
is responsible for business strategy, operations, P&L, and sustainable growth for SAP
across SEA.

Ms Sumitra Pasupathy is Country Director for Ashoka Singapore and Malaysia as well as
its representative for Southeast Asia. Previous to her time with Ashoka, she co-founded
Playeum, The Children Centre for Creativity, an innovative social change initiative to
empower and champion children through play and creativity in Singapore.

Ms Sumitra Pasupathy
Country Director, Ashoka
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Ms Pasupathy has over 13 years of professional experience in innovation work, new
launches and partnership development work globally, namely with Kraft (UK), Procter &
Gamble (Belgium), Bertelsmann AG (Germany, US) and Random House UK. A Malaysian who
is trained as a chemical engineer with a MEng from Cambridge and an MBA from INSEAD,
Ms Pasupathy has several worldwide patents, international awards to her name, and a
deep-rooted passion for children, learning and change-making. Notably, Ms Pasupathy is
the international award winner of the British Council Lien Foundation – “Creativity for
Social Change Prize Winner”, Social Entrepreneur in Residence at INSEAD.

Prior to this, Mr Russell was the APJ Chief Operating Officer (COO) for SAP.

Mr Scott Russell

President & Managing Director,
SAP Southeast Asia

Mr Russell has more than 20 years of experience in the IT industry spanning across
software, cloud and services. He has helped hundreds of companies leverage leading
enterprise software including cloud solutions and providing expert guidance to achieve
their business goals. Before joining SAP, he was with IBM Global Business Services,
where he led the Systems Integration and Application Maintenance business for IBM
Australia and New Zealand and the Managing Partner for IBM in Thailand and Vietnam
previous to that.
Mr Russell is a respected thought leader, passionate about helping companies leverage
technology, and a regular speaker at seminars and conferences, including the World
Economic Forum and Bloomberg ASEAN Business Summit. He has been featured in
numerous media, including CNBC, and Bloomberg TV.
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Mr Shade Sanford
Vice President,
Booz Allen Hamilton

Mr Shade Sanford is Vice President with Booz Allen Hamilton and leads the firm’s
consulting operations in Southeast Asia. He has over 15 years of experience in
management consulting across issues including business strategy design, organisation
design and capability building, cost restructuring, process reengineering, M&A due
diligence, and technology commercialisation.

Mr Siim Sikkut serves as Digital Policy Adviser in Government Office of Estonia. He
coordinates digital policy planning and execution across the government, and advises
the Estonia Prime Minister on digital matters and oversees strategic initiatives
in e-governance. Mr Sikkut is one of the founders of Estonia’s ground-breaking
e-Residency programme.

Mr Sanford’s work includes leading the stand up of a new national-level Cyber Security
Agency (CSA). In that role, he led the development of a comprehensive five-year
business plan and detailed roadmap. He also oversaw the development of the agency’s
organisational design, including a time-phased capability assessment, gap analysis, and
human capital requirements.

Previously, he worked as economic policy and public governance expert in Estonian
Development Fund, a public venture capital fund and foresight think-tank. His experience
also includes Estonian Ministry of Finance, in areas of governmental strategic planning
and public financial management.

Mr Sanford holds a B.A. in International Studies from the University of North Carolina at
Chapel Hill, an M.A. in Economics from the University of Oklahoma, and an M.B.A. with
distinction honours from the Tuck School of Business at Dartmouth College, where he
graduated as an Edward Tuck Scholar.

Mr Siim Sikkut

Digital Policy Adviser,
Government Office of Estonia

Mr John Senior is a senior partner in Bain & Company’s Telecom, Media and Technology
Practice. Based out of the firm’s Sydney office, he has worked with clients across US, Asia
Pacific, Africa and Europe.

Mr Luke Soon is Executive Director, Customer Experience Lead Advisory Services –
ASEAN, EY. An experienced analytics executive with more than 16 years of experience
in operational transformations to achieve customer-centricity and service excellence,
he has deep domain expertise in data-driven digital marketing, omnichannel and
is a design thinking strategist for the services sector. Mr Soon has led large crossborder teams effectively across entire analytics value chain with forte lying in building
customer experience, service design and marketing / channel optimisation. He has
been widely acknowledged for his strong track record of delivering quality revenue
streams and sustainable advantage through experiential service design.

Mr Senior leads Bain’s Digital practice in Asia Pacific and serves on Bain’s global customer
strategy and marketing practice leadership team. His recent digital experience includes
sales force transformation and product strategy for a digital advertising business and
creating a Big Data and business insights operating model for a US multichannel
service provider.
He has published several articles, including Act Now: Triple Your Marketing Effectiveness, The
Three Promises and Perils of Big Data, Boost Your Digital Marketing Effectiveness, and What’s
Mr John Senior
the Value in Your Proposition?. Prior to joining Bain, he was a partner at Oliver Wyman,
Senior Partner, Telecom,
Media and Technology Practice, where he was the New York office head and led the US media segment.
Bain & Company

Mr Senior earned a BSc. from Southampton University in chemistry and math. In his spare
time, he enjoys skiing, golfing, windsurfing and kite surfing.

Mr Luke Soon

Mr Tom Srail leads the Technology Media & Telecom (TMT) industry group in North
America and oversees Willis Towers Watson’s TMT Centres of Excellence in San Francisco,
New York and Dallas. Mr Srail joined Willis Towers Watson in 2004, and has over 25
years of experience in the technology and risks management industries. He has served
as senior cyber insurance broker and chief cyber risk advisor, led the information risk
consulting practice, and held various positions within IT including Network Operations
Director, Data Security, Network Engineering, and eCommerce marketing.

He is the author of 88 Privacy Breaches to Beware of and a Certified Information Privacy
Manager (CIPM) and Privacy Technologist (CIPT), awarded by the International Association
of Privacy Professionals (IAPP). He is also the co-chair of the IAPP Singapore KnowledgeNet
chapter and an official IAPP trainer for privacy certification courses in the region. In addition,
he is a governance, risk management and compliance professional (GRCP) under the Open
Compliance Ethics Group (OCEG) and an official OCEG trainer.
Having held Asia Pacific leadership and management positions in his over 20 years in the

CEO and Founder,
Straits Interactive
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Shepherdson brings his experience in strategy, business development, operations and
marketing to Straits Interactive. He is a multiple award winner of both worldwide and Asia
Pacific employee excellence awards, and a sought-after speaker on data privacy and protection.

He believes in being purpose-led and is passionate about helping organisations build
customer trust, one interaction, one experience at a time.

Executive Director,
Customer Experience Lead
Advisory Services – ASEAN, EY

As the CEO and Founder of Straits Interactive Pte Ltd, Mr Kevin Shepherdson provides and
drives the vision, strategy and innovation of the company’s Data Privacy & Governance, Risk
Management & Compliance (GRC) offerings.

Mr Kevin Shepherdson IT industry with Creative Technology, Sun Microsystems and Oracle Corporation, Mr

Mr Sikkut graduated in 2005 from Princeton University with B.A. degree in public and
international affairs. He also holds a M.Sc. degree in International Management from
University of London.

Named a 2013 Power Broker by Risk & Insurance Magazine for Technology, he is a frequent
speaker and contributor to multiple publications and professional organisations. Mr Srail
has a B.S. in Computer Science from Bowling Green State University.

Mr Tom Srail

Technology, Media &
Telecommunications Practice
Leader, Willis Towers Watson
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Mr Vince Tallent has in-depth experience within the Telecommunications, Media &
Technology (TMT) industry.

Mr Clement Wong is the CEO of BeMyGuest. Prior to BeMyGuest, he has worked on
strategies and research for global travel companies and even headed up research and
strategy at Phocuswright Europe.

He has been on the boards of a number of successful public and private companies,
delivering value to shareholders. He has also been an integral member of highly energised
senior management teams that have focused on delivering services and products to
the end users. Mr Tallent is a visionary and has built several profitable businesses and
successful teams over the years.

Mr Vince Tallent

Chairman and CEO, Fastacash

His focus has been on international business within the mobile and payments industries,
delivering service offerings such as payment solutions (card present and card non-present),
mobile airtime transfer, mobile data roaming and mobile applications within developed
and emerging markets such as Africa, Middle East, India, Indonesia and China.

He was previously the Global Analyst at Travelport GDS and led the Travel & Tourism
Research for the EMEA region at Euromonitor International. He is a regular speaker at
conferences and well-connected within the travel industry.

Mr Clement Wong

Since BeMyGuest was incepted over four years ago, Mr Wong and his team have made
it the global leader in content and activities in Asian tours. BeMyGuest has become
the first Singapore company to be featured on the prestigious Fast Company’s list of
“World’s 50 Most Innovative Companies 2016”.

CEO, BeMyGuest

Outside of work, Mr Tallent enjoys spending time with his family and playing cricket and
hockey with his three sports-loving children.

Mr Jeremy Tan is the founder and CEO of Korvac Holdings Pte Ltd, an investment holdings
that builds, invests and creates fintech businesses. Liquid Pay, a mobile platform for
payments and consumer financial services, is one of the companies under Korvac Holdings.

Dr Robert Yap is Executive Chairman of the YCH Group, Singapore’s leading end-to-end
supply chain company. He is also the founder and chairman of Supply Chain City™,
“Asia’s premier supply chain nerve centre”.

He is currently a board member of Infocomm Investments Pte Ltd. Between 2009 and
2013, he was on the board of IDA, where he also served on the Investment Committee. He
is also actively involved in the Singapore infocomm Technology Federation (SiTF) where
he is also the honorary treasurer and Singapore Enterprise Chapter Chairman.

Dr Yap was named “Businessman of the Year” for the year 2015 at the prestigious
Singapore Business Awards. He was conferred the NUS Business School Eminent
Business (Senior) Alumni Award in 2014 and the Lifetime Achievement Award (Logistics)
by the World Chinese Economic Forum in 2013. He also received the Ernst and Young
Entrepreneur of the Year award in 2007 and the Asia Logistics Hall of Fame award in 2003.

Mr Tan holds a Master of Science (Comparative Politics) from the London School of
Economics and a Bachelor of Engineering from King’s College London.

Mr Jeremy Tan

Dr Robert Yap

Founder and CEO,
Korvac Holdings

Executive Chairman, YCH Group

He is currently President of Singapore National Employers Federation, Deputy Chairman
of International Enterprise Singapore, Chairman of the ASEAN Business Advisory Council
Singapore and Singapore Chairman of the Malaysia – Singapore Business Council. He
is a committee member of the Council for Skills, Innovation and Productivity, and the
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The great digital and generational shifts
By James Walls, Product Marketing Director, IT as a Service, Dimension
Data Asia Pacific

Key to accessing these benefits is leveraging digital correctly. That, in turn, requires strategy –
from deciding operating models and affixing investment priorities, to lining digital up to
generational differences.
According to a 2015 study by MITSloan, “strategy, not technology, drives digital transformation.”
That is the realm of boards and CEOs, and not the IT department.

Effecting a digital strategy
30. 27. 28.
These are not the winning numbers for the next lottery. But understanding their implications
could inject as much wealth into an organisation.
Rather, these are the percentages of baby boomers, Gen-X staffers, and millennials in the workforce
today, according to The Great Generational Shift: The Emerging Post-Boomer Workforce whitepaper
by RainmakerThinking. KPCB rates this as even more in favour of millennials at 35 per cent with
Gen-X and baby boomers sharing 31 per cent each.

It requires having the answer to questions like: What is the driving force behind our digital
metamorphosis? Customer experience, top-line growth, our product innovation? Other questions
include: Should we build a digital governance model first, like Asian Paints, or develop digital silos
and stitch together our efforts with management practices, like Nike?

What does this imply? Plenty in relation to a company’s strategy in a digital age.

The key to answering these questions lies in revisiting an old question: Who is the customer?
Customers from different generations interact with businesses differently, even digitally. Take the
way customers search for data before making a purchase. As marketing teams will attest to, some
generations prefer online FAQs, other generations turn to peers for real-world experience using
social media. And yet others prefer the immediacy of accessing experts using online chat apps and
chat bots.

The way employees and customers from these three generations make purchases, and approach
work, have significant influences on the strategies organisations must effect today and tomorrow.
Having to cater to multi-generational needs will thus have a sizeable impact on a company’s
digital strategy.

Meeting the purchase needs of each of these generations requires investments in different areas.
The same applies to internal employees. Staffers from different generations learn, make decisions,
and approach work in different ways – requiring multiple strategies for future-ready companies
who want to be ready for a digital disruption.

For the first time – primarily because the population is almost uniform – organisations now have
no choice but to implement a digital strategy that is aligned to the needs and expectations of
customers, employees, and partners from each generation.

Getting started

For the first time in history, the number of baby boomers, Gen-Xers, and millennials are near parity.

The need for a digital strategy
But first, why have a digital strategy? Because without one, a company ignores potential revenue,
closes the business off from higher levels of productivity and efficiency, and hurt the image
of its brand.

An important question for board members, and business leaders setting strategy is: Where do we
start? How do we get my company on the digital yellow brick road?
Two of the primary aims in guiding any organisation are to optimise risk-reward ratios while
ensuring investments and resources deliver expected returns. In the digital world, that translates
into creating and maintaining quality of engagement at the core (internal systems/processes –
“systems of record”) and at the edge (customer-facing touch-points – “systems of engagement”).

Having a digital strategy, says a Cognizant report titled Asia Rising: Digital Driving, “could propel
revenue growth by more than 13 percent by 2017.” And according to another global study by
McKinsey & Company, Cracking the Digital Code, 71 per cent of C-suite executives believe that
going digital can increase top-line revenues, 64 per cent say it could increase profit margins, and
49 per cent believe it could reduce operational costs.

Traditionally, digital transformation started at the edge of the enterprise, at the confluence of
businesses and customers. Many digital journeys are initially driven by marketing and sales
departments who are trying to align to new – digital – customer expectations.

McKinsey also estimates that digital technologies, including big data, the Internet of Things, cloud
computing, and mobility, among others, could have “US$220 billion to US$625 billion in annual
economic impact for Southeast Asia by 2030.”

But that is only a start. To gain real, deep, long-term benefits from going digital, enterprises – led
by a few stakeholders at first and then driven by a larger majority – must drive digital inside their
organisations, forcing it to percolate into every function, process, and idea. After all, the digital
experience is key to engaging millennials and a growing share of Gen-X employees and customers.
For all employees though, embracing digital will create increased efficiency and productivity. It
will offer them more mobility, and greater flexibility. But getting them ready for digital will take

And for digital companies like Uber, Grab, Airbnb, and mobile wallet companies, digital has created
business models and wealth that were once unimaginable.
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What does creating a digital strategy mean? It means having discussions around vision, setting
direction, aligning resources at the right time, and making commitments.

Dealing with generational differences
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work. Today, having the right education and support skill sets is among the largest challenges
reported by companies that have gone digital.

Moving from “disrupted” to “disruptor”

Imparting these skills requires different strategies for different generations. Baby boomers, for
example, expect hand-holding and classroom training. And all employees, immaterial of generation,
will have to adapt to new ways of working and thinking, requiring organisations to work along
multiple change management vectors.

By Lyon Poh, Head of Digital + Innovation and Chia Tek Yew, Head of
Financial Services Advisory, KPMG in Singapore

For customers, working with digitally-disruptive companies will mean finally getting what they
want, how they want it, and when they want it. They will expect all of the benefits of digital
including speed, accuracy, personalisation, and transparency.
To provide this, companies will need to be able to reframe their businesses, and their people,
technology, and processes. They need to re-think what they are delivering, how they are delivering
it, and the pace at which they can upgrade or refresh their offerings during its lifecycle.
It will also mean addressing other generational differences. Older generations, for example, are
used to owning things (they buy software). Younger generations are used to accessing (they access
or subscribe to software) and not owning things. At the same time, building loyalty among the
younger generations is difficult; their loyalty is fickle and is based on being disappointed by slowloading webpages or unintuitive mobile application interfaces.

Managing risks
There is another important area that digital disruption will affect: security. As businesses embrace
digital more warmly, their security professionals will have to come to terms with being able to work,
in the background, under almost any circumstances. Where once, security professionals blockaded
projects because of security fears, they must now find new ways to securely enable both digital
systems of record and digital customer channels, without holding back the business.
Going forward, boards need to tackle creating a digital strategy that is aligned to the needs of
multiple generations head on – while keeping risks at an acceptable level and ensuring returns. It
is key to realise that the path ahead is not always clear and that they will have to encourage their
businesses to take risks. Some of those risks may not pay off, but it is important to fail fast and
forge ahead.
If all this seems like a tall order, that is because it is. And right now Singaporean companies are
struggling. According to a 2016 digital transformation study by BT.com, 92 percent of organisations
in Singapore indicated “their current infrastructure is struggling to support the rapid adoption of
digital technologies.”

Innovation. The necessary fuel to jumpstart an economy, and a key ingredient in recipes for
business survival, especially amid today’s volatile markets. The need for innovation has been the
subject of many boardroom discussions, and many companies look towards the advances in digital
innovation to increase revenue and improve operational efficiencies to reduce cost.

Getting off the sidelines
The “disruptors” that we know today are often companies that started out with unproven, unpolished
products that are unable to command a high price, and usually find their initial customers from the
under-served segment of the market.
The “disrupted”, or the market incumbents, are more often than not complacent and slow to
recognise the threat that their lesser competitors pose. This threat grows as the disruptor company
start making successive refinements to their products and improve them to the point that they start
siphoning customers from the incumbent. And before one knows it, entire industries are reshaped,
as the likes of Google, iTunes, Uber and Airbnb have done to record stores, research libraries, taxi
companies and the hotel and travel industries.
Closer to home, in May 2016, DBS Bank inked a partnership with two local peer-to-peer (P2P)
lending platforms, Funding Societies and MoolahSense. This is a first-of-its-kind collaboration
between an established financial institution and financial technology (fintech) start-ups, signalling
that the way people borrow and lend money is changing. Most financial services firms can no
longer rely on the premise of strong regulation and having large physical networks and insulate
themselves from the disruptions in their industry.
A 2015 KPMG Tech Innovation Survey of over 800 technology leaders revealed that digital currencies
and platforms are 89 per cent likely to disrupt banking and payments in Asia Pacific over the next
three years (see diagram, “Likelihood of disruption in banking and payments in the next three years”).

Fortunately, one of the core values of many leaders, is “transformational”. If any group of board
members and business leaders has the innate ability to quickly get their businesses on a digital
path – and find new ways to mature, digitally and quickly – it is this one.
We are, as they say, a product of our times. So should our digital strategy.
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Likelihood of disruption in banking and payments in the next three years

While most C-suite rightly ask “why should we invest?”, it is high time to also consider the risk of
not doing so and eventually being out paced by competitors, or worse, new, smaller entrants to the
market that did not have the size nor resources to have challenged your business in the first place.
This is also considering that investors have always accounted for the foreseeable rate of growth
into the present value of a company’s share price. Increasingly, this means companies need to
look beyond just achieving the direction of growth but also delivering above the projected rate
of growth in order to enhance perceived shareholder value, and consequently, value of the
company’s shares.
Realising the promise of disruptive technologies will require a disciplined strategy for faster
decision-making, identifying new revenue streams and managing risks.

Leveraging today’s collaborative economy
While it was possible five years ago to be successful by commercialising one form of innovation, it
now requires integrating several disruptive technologies into a seamless business model.
It is evident that innovation within a closed ecosystem (e.g. within an organisation) is no longer
sustainable. Innovation has to be a part of a wider ecosystem to supply the breadth of ideas,
solutions and especially the talents that most organisations find difficult to attract and retain
(unless you are Google or Apple).

NOTE: not all percentages sum to 100 per cent due to rounding.

With the wave of digital innovation and rise of fintechs, the more nimble and forward-looking
banks will have to develop new competencies to disrupt, or risk being left behind.
Beyond financial services, this statistic has wide ranging implications on payments and transactions
across consumer facing industries. The same survey found that the top three industries likely to
be transformed as a result of emerging technologies are technology, consumer markets/retail and
telecommunications.

Recognising the opportunities offered by digital innovation and the associated challenges deterring
companies from taking it on, KPMG launched the KPMG Digital Village, a symbiotic ecosystem
matching, fostering and forging innovation ventures between companies and start-ups. It aims to
help drive the innovation agenda for businesses, and provide innovative solutions to corporate
clients out of KPMG’s innovation network, venture capitalists and research institutions, and links
with institutes of higher learning and available government resources (see diagram “KPMG Digital
Village ecosystem”).
KPMG Digital Village ecosystem

The innovation dilemma
Clayton Christensen, who wrote about the “disruptive innovation theory”, pointed out the growth
imperative and dilemma of most businesses: companies create shareholder value through profitable
growth, but too often they do not know how to grow once their core business has matured.
Observations in the market have pointed to attempts by organisations in establishing innovation
centres or running corporate accelerator programmes in order to find the next big idea that will
help propel their business forward. While such an approach stems from the right intentions, most
organisations fail to reap tangible benefits due to the steep monetary investments required;
inability to hire the right talent; or lack of commitment from the upper echelons in seeing through
such programmes without guaranteed commercial returns.
The reality is also that many innovative products and processes are hard to protect, and indeed
a new solution only confers a competitive advantage if competitors are not able to replicate it in
their own businesses.
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The Digital Village uses a business challenge-focused approach to bring innovative ideas to life
from scouting, mentoring through to helping start-ups develop solutions for business integration.
This means organisations now have the opportunity to curate various commercially-ready
technologies from across the Digital Village’s ecosystem and build new, customised product or
service propositions to meet their specific business challenges.
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Execution and execution
The success of innovation lies not in ideas and business plans, but the actual adoption and
execution. The Digital Village programme not only provides access to start-up innovations but also
takes an action-driven approach to quickly test and validate innovative products in the market.
The outcome is a validated value proposition and a quick prototype to bring the solution to life.
This is eventually tested and refined with the corporates to chart a path to tangible results.
This programme has been tested and participants of the Digital Village have seen the fruits of their
investments. One such example is the launch of an industry-first mobile telematics programme for
a motor insurance company in Singapore. To meet the business challenge of remaining competitive
and making insurance more relevant, KPMG took the insurer through an ideation journey and
shortlisted potential ideas through its start-up network. This culminated in a mobile app that
learns about driving behaviours and incentivises good drivers, and structured the beginning of the
insurer’s wider journey to address digital enablement and digital delivery of new product propositions.
Corporates who have joined the Digital Village programme also look to KPMG’s team of professionals
to provide functional expertise around business model transformation, digital strategy, analytics,
customer experience, cyber security, Internet of Things, and cloud computing.
As the pace of innovation increases, speed and rapid iteration are not only game changers, but
also expected by customers. More than ever, companies need to be agile and have the flexibility to
adjust to dynamic markets and take advantage of an ecosystem where you can drive both ideation
and execution while managing the associated risks.

The views and opinions are those of the authors and do not necessarily represent the views of KPMG in Singapore.

Anatomy of a digital forerunner
By Elizabeth Spaulding, John Senior and Greg Caimi,
Bain & Company

It is no secret that digital technology has transformed the business landscape in ways few could
have anticipated even five short years ago. What is new is that the technologies and solutions that
once seemed far-fetched are rapidly becoming table stakes in most industries.
Data, analytics and connectivity are reshaping every sector of the global economy. Amazon and
Alibaba have set the pace in retail, largely without owning stores. Airbnb is one of the highest
growth brands in hospitality despite the fact that it neither owns property nor operates hotels.
Business and retail customers alike have come to expect a smooth, omnichannel buying experience
whether they are purchasing a pair of socks or a million-dollar piece of construction equipment.
Even the most traditional companies are finding ways to transform their competitiveness by
reinventing back-office processes, speeding up supply chains and reimagining service offerings.
The most advanced of these we refer to as “digital forerunners” – companies that combine the
scale advantages of incumbents with the speed and agility of native digital businesses.
What is at stake, of course, is industry leadership. The companies that can increase their digital
fluency and create value throughout the enterprise are increasingly coming to dominate most
markets. And because so many digital offerings and business models also create network effects
that amplify the advantages of scale, it is especially critical not to be left behind.
Most executive teams understand this. They recognise the power of technology to change the rules
of engagement in their industry. Yet many are unsure where to begin and become overwhelmed by
the seemingly endless set of investment options.
The relative few companies that are setting the pace in digital transformation push past this moment
of indecision and dive in, confident that they will gain a deeper understanding of their customers’
needs and use it to develop innovative, elegant solutions. These digital forerunners are transforming
themselves in a wide variety of ways and the best among them share five key characteristics.

The vision to disrupt, not be disrupted
Digital forerunners develop a compelling vision for how to lead the disruption that digital
technology creates, not follow it. These companies place the digital imperative at the top of the
C-suite agenda and define both a clear point of arrival for the strategy and an equally clear set of
steps for getting there. They empower the entire organisation to learn what customers want and
then digitise to deliver – even if that involves taking substantial risks. They also view the effort
holistically, choreographing and coordinating digital solutions across the value chain so they work
together to improve products and services.
Diagnosing where one is on the digital spectrum involves plotting the company’s position on what
we call the “digital matrix” (see diagram “Anatomy of a digital forerunner”).
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Anatomy of a digital forerunner

A key goal of digital customer engagement is to move away from the traditional one-to-many
marketing model and create opportunities for a more compelling one-tone dialogue. That means
providing a more individualised, deliberate experience in which each customer becomes an
important partner in the value-creation process by providing direct and contextual feedback.
Sephora is a good example here. The beauty retailer’s brand-building advertising is ubiquitous
across the media spectrum. But increasingly, it interacts directly with customers through a set
of proprietary social platforms, such as its online forum, BeautyTalk, and a Pinterest-like photosharing service called the Beauty Board, which links back to Sephora.com.

An integrated customer experience

Source: Bain & Company

By laying out the most pervasive categories of potential disruption – Internet of Things, big data,
massive computing power and so on – the matrix helps a company determine where these changes
may produce opportunity along specific links in its value chain.
Nordstrom, for instance, has made a critical set of investments based on its assessment of what
was most likely to disrupt its department store model. HauteLook, Nordstrom’s entry into the offprice, flash-sales arena, allows the company to compete more effectively for millennial customers
against rivals like Rue La La. Buying Trunk Club gave Nordstrom the ability to offer men (and more
recently, women) a mobile and online experience in which a personal stylist finds them clothing
based on their individual size, style and price preferences. Nordstrom has also invested heavily
to improve customer touchpoints in its stores and online. And on the back end, it has beefed up
technology to tie its inventory systems together as it builds its omnichannel offering.

A commitment to understand customers and take action
Companies have struggled for decades to understand what their customers really want and
how those requirements change over time. But digital forerunners are solving that problem by
harnessing big data and developing a dynamic “smart view” of their customers. Gathering data
is no longer the issue; companies are inundated with it. The challenge is to capture disparate
streams of data flowing from various sales channels or customer touchpoints and bring them
together to create a single, integrated view of each customer. It is also critical to develop closedfeedback loops that allow the company to monitor and adjust in a continuous cycle as customer
preferences evolve.
By deploying advanced analytics, companies are already able to better understand customers’
needs, anticipate what they might want next and provide them with real-time personalised
responses. AB InBev, for instance, has created what it calls Bud Lab, an analytics centre at the
University of Illinois Research Park that uses data to tailor assortments at retail, analyse social
media and market trends, and undertake other large-scale data initiatives. The idea is to gain a
deeper understanding of what really matters to the company’s target customers.
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Sephora has also worked hard to develop another hallmark characteristic of a digital forerunner:
It has used digital technology to create a seamless omnichannel customer experience. Sephora’s
mobile apps, for instance, allow customers to scan a tube of lipstick, read reviews about it and
perform other pre-purchase research in the store or online. The Sephora Beauty Insider loyalty
programme makes it easy to carry a shopping list across channels and reference past purchases
when it is time for a refill or replacement. In stores, customers can scan a QR code on a holiday
poster and send a gift directly to a chosen recipient. When it is time to check out, the transaction
is as easy as a swipe on a sales associate’s iPod touch.
Increasingly, customers want to connect with a company through a fluid ecosystem that reduces
friction at every touchpoint. They perceive value in a host of intangibles: Is it making my life
easier? Can I get it right now? Will it integrate with a product I already have?
Digital forerunners strive to first understand what customers really care about and then create an
integrated strategy to use the right mix of physical and digital assets to deliver the most relevant,
convenient and differentiated customer experience possible.

Speed and innovation
In many ways, digital forerunners look a lot like startups when it comes to innovation.
Leadership is committed to encouraging a culture of experimentation that rewards calculated
risk-taking. These companies learn to embrace failure; they use rapid prototyping and small-scale
trials to learn quickly and iterate toward the right solution. They develop tight feedback loops
enabled by advanced analytics to test, learn and test again.
Auto-insurer Progressive, for instance, has long used superior actuarial analytics to outprice rivals
without taking on more risk. But it also conducts thousands of trials a year across all its customerfacing operations to systematically tweak its products and services, improve delivery channels and
hone its creative design. It has a cross-functional “experimental group” composed of more than
200 people with customer-facing, product development and analytic skills, who constantly test
variations on standard product offerings. The goal is to use analytics to innovate more quickly and
speed up response.

Capabilities that cross traditional boundaries
Dialing up customer responsiveness and speeding innovation through digital technology often
requires organisational realignment.
Digital forerunners break down silos and increase communication between functions by
restructuring roles and reimagining how teams interact. That often requires empowering a senior
leader to direct traffic and assemble the resources to guide the digital transformation. If there are
clear capability gaps, the company fills them quickly, either by investing in-house or finding the
right external partner.

39

When Australia’s Commonwealth Bank set out to build a world-class customer experience through
digital technology and analytics, it recognised early on that its traditional corporate structure was
slowing things down. So it formally restructured the organisation to elevate the role of IT and put
it alongside banking operations under one senior executive, blending many aspects of the two
functions and making it easier to work together. One result: Commonwealth customers can now
apply for a mortgage online in 15 minutes and get a response in 60 seconds. The same request
used to take two or three weeks.

Readying for digital success in Industry 4.0
By Greg Unsworth, Digital Business and Risk Assurance Leader,
PwC Singapore

Getting started
Understanding these five characteristics should help demystify the challenge posed by the
onslaught of digital technology. The hurdles for deciding which digital products, services or
capabilities to pursue are really no different than the hurdles for any other product, service
or capability.
Leaders continually ask themselves: Where will digital technology have the greatest impact on
our value chain and how can we invest proactively to get ahead of the curve? How can we use
technology to better understand our customers and deliver what they want? Is leadership aligned
and committed to the vision? Have we engaged the front line to both design and embed our
digital strategy?
Digital forerunners are guided by these questions, but they do not always wait for definitive
answers. The key is to get started now, learn along the way and adjust to what an ever-changing
market is telling you.

Elizabeth Spaulding is Partner and Leader for Bain’s Global Digital Practice; John Senior, Partner and
Leader for Bain’s Digital Practice in Asia Pacific; and Greg Caimi, Partner and Leader for Digital Practice.

The world is now anticipating the coming of the fourth industrial revolution, or Industry 4.0. While
the concept was mostly hype when it was first conceived in Germany in 2011, recent trends show
that companies are now kicking into gear and moving from mere talk to action.
PwC’s 2016 Global Industry 4.0 survey points to a profound digital transformation that is underway
in the manufacturing industry and it is set to intensify in other industry sectors as well. The
study, the biggest worldwide survey of its kind, covered over 2,000 participants from nine major
industrial sectors and 26 countries.
It found that 33 per cent of respondents rated their company as digitally advanced today, with
that figure higher at 40 per cent in the Asia Pacific region. When asked to look five years ahead, 72
per cent of global respondents said they expected their companies to be highly digitised by 2020.

Just what is Industry 4.0?
The Internet of Things, smart sensors, cloud computing, robotics, artificial intelligence – these are
just some of the technologies that make up the Industry 4.0 network. When these technologies are
combined, they integrate the physical and virtual worlds, enabling a powerful way of organising
operations. This end-to-end digitisation of physical assets and integration into digital ecosystems
with value chain partners is what Industry 4.0 is all about.

Reprinted with permission.

Simply put, Industry 4.0 is the digital journey that industrial companies are taking towards a
complete value chain transformation. That journey does not stop with the digitisation of processes
but extends to product and service offerings, as well as business models and customer access.

What is driving the revolution?
Industry 4.0 can bring with it quantum leaps in performance.
When companies embrace Industry 4.0, they track everything they produce and how they produce
it, from cradle to grave. This results in shorter operational lead times, higher asset utilisation and
maximum product quality. These not only translate to improved efficiencies, but also cost savings.
Companies surveyed expected to reduce operational costs by 3.6 per cent per annum, while
increasing efficiency by 4.1 per cent annually. Global respondents said they expected to save
US$421 billion in costs each year, for the next five years, and generate revenue gains of
US$493 billion, or 2.9 per cent per annum until 2020. These earnings will come mostly from
new or augmented industrial products with digital features and more customised products and
solutions made possible through real-time data.
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Industry 4.0 performance gains

Digital success blueprint

With such advantages, firms are spending big, committing US$907b per annum (around five per
cent of revenue), on Industry 4.0 investments. Much of that will go towards digital technologies
like sensors or connectivity devices, as well as software and applications like manufacturing
execution systems. And companies are expecting a quick payback on those investments – 55 per
cent of respondents projected a return within two years or less.

1. Map out your Industry 4.0 strategy
An Industry 4.0 strategy will chart every step the company take on the journey towards becoming
a fully digital enterprise, so it is important to take the time to clearly define its vision. Evaluate
the company’s current digital maturity and think about where it needs to be. Set clear targets
for closing that gap, prioritise measures that bring the most value to the business and get the
commitment from the top leadership as well as top stakeholders who will be executing the strategy.

What is key to a successful rollout?
While the rewards from Industry 4.0 may be great, making it work requires major shifts in
organisational practices and structures. These changes include new approaches to data
management and compliance, as well as IT infrastructure.
However, the biggest obstacle to the successful implementation of Industry 4.0 is not technology,
but people. Survey participants cited the lack of a digital culture as the top challenge facing
companies trying to implement Industry 4.0. Whether an organisation succeeds in rolling out
Industry 4.0 largely depends on its Digital IQ, or how well it captures the value expected from its
technology investments. And that depends on how well its digital leaders like the CEO, CTO, or CIO
define, lead and communicate the transformation.
Even with good leadership and communication, such radical transformation that comes with
Industry 4.0 often may not sit well with some individuals, so managing that change is critical.
Key to change management is trust. And for ecosystems like Industry 4.0 to function efficiently,
digital trust is paramount. With interconnected systems and multiple touchpoints for data collection
and exchange, Industry 4.0 has plenty of potential points of entry for an attacker to exploit. These
need to be secure in order for all parties involved, across the vertical and horizontal value chains,
to trust in the system. Digital trust is a complicated issue but it can be realised if the three pillars
of transparency, legitimacy and effectiveness are built.

Six-step blueprint for digital success
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All these changes may sound daunting, but as Industry 4.0 gains pace, companies that hold back
and wait to see how the revolution turns out before jumping in, will fall behind. To move forward
with Industry 4.0, developing digital capabilities is vital. This takes time and effort, but there are
six practical steps any company can take to reap the rewards of Industry 4.0, based on hundreds of
transformation projects with leading industrial companies.

2. Create pilot projects
Establish proof of concept and demonstrate business value through pilot projects. Not every
project will succeed but they will help a company learn what works best for it. Early wins also
help gain buy-in from the rest of the organisation and aid in securing funding for a larger roll-out.
3. Define the capabilities needed
With the lessons learned from the pilots, map out in detail the enterprise architecture and what
capabilities are needed. Considerations should focus on four strategic dimensions: organisation,
people, process and technology. Think of how to structure the company to best inspire innovation
and collaboration. Develop strategies for attracting people with the right digital skills. Improve
processes to ensure information security and digital trust in a collaborative environment. Develop
an agile IT function that can respond flexibly to new technologies and business demand.
4. Become a data virtuoso
Data is at the heart of Industry 4.0 so a successful roll-out depends on the company’s ability
to identify and gather the right data, deploy it for the right purposes and effectively analyse it.
An effective data analytics strategy requires focussing on predictive analytics and forecasting,
prescriptive analytics, business driven decision-making and automated feedback to the
organisation and connectivity to employees.
5. Transform into a digital enterprise
Achieving the full potential of Industry 4.0 will require a transformation of the organisation’s
practices and the attitudes underlying them. Without the right digital culture, the best talent,
which is key to the successful implementation of Industry 4.0, will not want to stay. The right
tone needs to be set from the top, with clear leadership, commitment and vision from the C-suite.
Employees should also be encouraged to think and act like technologically adept natives, willing
to experiment, learn new ways of operating and adapt everyday processes accordingly.
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6. Actively plan an ecosystem approach
Industry 4.0 needs to extend far wider than horizontal and vertical integration within the
organisation. To achieve breakthrough performance, the company has to understand consumer
needs and use digital technologies to create and deliver value to customers in an integrated,
innovative solution. If there is difficulty developing a complete offering internally, explore
partnerships, align with platforms or consider acquisitions.

The transformative power of IoT
By Oliver Tian, President, Singapore Industrial Automation
Association, and CEO, Hutcabb Services

Are you ready for the revolution?
Industry 4.0 is already here. And like the three industrial revolutions before it, this one is set to
rapidly transform the manufacturing sector and the wider world. While the steps towards this
digital transformation may seem daunting, Industry 4.0 will be a huge boon to companies that
fully understand what gains it could bring for them. Not taking those steps now may mean having
to take huge leaps at great cost in future to catch up with the first movers when Industry 4.0 is in
full swing.

A Google search for “Internet of Things (IoT)” turns over millions of results. Thanks to mainstream
media for making IoT accessible with association to smart wearable devices, connected buildings
and the like, the term, “IoT” is now part of the popular parlance.
For the uninitiated, IoT is the network of physical devices, vehicles, buildings and other items
(collectively known as “Things”), that have been embedded with electronics, software, sensors, and
network connectivity that enable these objects to collect and exchange data.
Its potential and complexity means IoT demands an extensive range of new technologies and
skills that many organisations are currently lacking, as well as technologies and services (and the
vendors providing them) to be mature. Architecting for this immaturity and managing the risk that
comes with it will be a key challenge for organisations wanting to tap on the IoT.

IoT is bigger than the Industrial Revolution
Today, the IoT has moved from buzzword to bridging the gap between the virtual and real worlds.
Its pervasiveness, driven by the convergence of technologies, has resulted in emerging patterns
and trends, never seen before. Businesses, governments and societies as well as individuals are
now able to leverage one another to improve quality and standards of measure, and increase
productivity gains.
According to Harbor Research, “the prevalence of pervasive computing and IoT has created a more
connected and distributive network for information exchange”. This emerging network awareness
and convergence of the physical and the virtual worlds have moved enterprises and businesses
towards what is currently known as “smart business”.

The power to connect, collect, comprehend and create
IoT solutions are smart applications derived from the integration of automated data collection,
cloud computing and data analytics, which enhance our daily lives within the ambient intelligent
environment. This trend has and will continue to positively disrupt when adequately deployed.
IoT taps on the availability of complementary products to support the functions and growth of this
technology convergence. It has created the power of actionable insights including digesting the
billions of data generated and collected for its economic value, which in turn, has led to a call for
the next generation cloud architecture and more complex analytics engines to be had.

Making “sense” of IoT smart solutions
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It is no longer enough for new product innovations to have just a differentiating factor. This is
because the de facto standard of the product’s unique value proposition and design differentiation
will inevitably have to include the ability to automate and record data interactions between the
product and its users.
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The Singapore Industrial Automation Association surveyed its members on what is stopping them
from adopting IoT and ways to work around those issues. It found three main reasons:

Cloud is more than just about cutting cost

• IoT solutions are still costly. However, companies also recognised that aggregating demand
through an “eco-pond” of smaller-sized solution providers may be one way to bring expenses down.

By David Koh, Cloud Advisor, Singtel

• The current value chain does not enable an effective deployment of IoT. This calls for a new
round of re-engineering efforts to align business practices and the effects of further digital
transformation.
• A lack of common standards, which form the basis of easy integration, makes deriving the benefits
and sustaining of IoT applications difficult.

The future of IoT
For certain, our increasingly connected world is driving the next wave of digital transformation.
We can also expect a cross-pollination of smart solutions from one domain to another.

When Airbnb is worth more than hotel giants like Marriott, Starwood, and Wyndham, and ranks just
below Hilton Worldwide, it is a combination of an agility in rejigging their business models with
software and innate prowess in cloud services and data analytics that is powering the rise of such
startups to the top.

By 2018, the world will be able to see smart objects hitting shelves on a broad scale and get better
at reducing waste, costs and inconvenience while increasing efficiency and safety. Sensors on
buildings and structures will detect and act on environmental and other contextual factors, such
as weather, and with this data (e.g. how many people are present in the building) change levels of
input and output and make adjustments to save resources and improve structural safety.

Likewise, when Uber is rapidly expanding around the world and experimenting with UberEATS and
UberRUSH, it is its software mastery, coupled with a relentless focus in experimenting with new
features – tweaking them through massive smart analytics and subsequently shipping these new
features and business models – that are further bolstering its “unicorn” status.

With the growing number of connected things in our lives, we will all become more in tune with
our own data and start to expect more personal interactions from brands and retailers. Marketers
will need to establish a trust among consumers and prove that if they allow a degree of access to
some of their personal data, in return, they will get more tailored offers, deals and engagement.

What Airbnb and Uber are doing is transformative (to their industries) as it is disruptive to staid
businesses. And it is thanks to their keen understanding of how cloud advantages, smart analytics
and game-changing business models need to be dovetailed to drive new growths for the business.

It is a pity that more than 70 per cent of data generated by our systems are presently not yet
being captured, analysed nor utilised. Most of these data would have lost its value because of time
relevance, and will not be turned into management insights. This is exactly where the potential
of IoT lies.

Cloud is seeding growth

Transformation via IoT
Three major areas are expected to be transformed by IoT.
First to occur is subject matter competencies. A strong foundation in STEM (Science, Technology,
Engineering and Mathematics) curriculum will become the norm in the education or training
system. Because STEM subscribes to multi-disciplinary skills intertwine with technology, and with
more versed in such subjects, there will be more support for collaborative ecosystem, necessary
for digital technologies such as IoT to thrive.
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The adage of “software is eating the world” holds truer today than ever before.

It is evident that the benefits of cloud extend beyond lowering business costs. If that is your
organisation’s primary goal of moving to cloud, stop.
The move should be about creating new growth engines for the business. No doubt going cloud
(with a credible service provider) can reduce operating costs, this flippant focus on merely reducing
expenses will mean companies are missing the proverbial big picture. This “big picture” is about
leveraging the agility of modern-day cloud computing and being deliberate in testing and adjusting
the business model and interactions with customers, all in the name of staying competitive in
today’s relentlessly disruptive market.

Second in line is the transformation of service levels. The converging competitive landscape will
require new methods of attracting customers to the retail floors. Businesses will need to adopt
more flexible forms of service levels using analytics to transform from a “service improvement
mode” to a “service innovation mode”. For example, retailers will need to draw their customers
from an online platform (e.g. chatrooms on social media) to an offline in-store activity (known
as O2O – Online to Offline). Innovative retailers are beginning to require their sales assisting to
engage in social media as a first contact point with prospects.

More and more, customers will interact with businesses through a variety of online “interfaces”.
From online support chats to service sign-ups and product purchases on the company’s website,
it has become paramount that such customer interfaces are rigorously designed and built with
superior user experiences. These systems of engagement are critical to a company’s reputation
in customer-friendliness, and help drive better customer satisfaction. Coupled with the attention
deficit in today’s fast-paced society, the agility needed in the IT software engineering to rapidly
tweak and adjust such systems of engagement to meet and even exceed the market’s constantly
evolving tastes, preferences and expectations is increasingly critical to business success.

The next and major transformation will involve the economies. More and more cities around
the world are setting the vision of a smart city, smart village (in Singapore, we have the “Smart
Nation”). This requires the governments to build global ready economies (that never sleep)
which are capable of servicing the ubiquitous society. With high-speed bandwidth and efficient
processing power, the economies must now explore and deploy more effective ways of monetising
their investments.

This dexterity also applies an organisation’s internal “systems of record”. These are the various
enterprise applications that help power the business in areas ranging from recruiting, customer
relationships management, purchasing and billing, all of which have a substantial impact on
employee productivity and effectiveness.
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The new era of robotics and beyond

Now, IT organisations around the world also have to live up to the expectations of today’s workforce
where many are already conditioned by the connected experiences of their personal devices and
mobile applications. At the same time, the advancements in big data and sophisticated analytics
in some of these systems of record mean that today’s workforce can be armed with deeper data
insights to make better decisions and execute tasks in a more timely and market-oriented fashion.
Another noteworthy transformation happening in IT development teams around the world is the
emergence of “team communication” tools. Recognising that modern efficiencies can also translate
paradoxically to the anguish of dealing with overflowing inboxes and fending off time-wasting
meetings, many companies have, in the recent year or so, started looking at adopting team-based
communication tools, like Slack and HipChat. These tools come integrated with development,
deployment and operations capabilities that companies can use on a daily basis to increase
employee productivity and optimise resources.

Cloudy with a chance of success
Cloud technology, not dissimilar to the ever-evolving IT world that invented it, will require
businesses to have an adapt-to-thrive attitude. There will be this constant need to change the
infrastructure time and time again – because requirements from the business are, well, developing.
Even a reason as simple as, because the company has found, through an AWS Trusted Advisor, more
efficient ways of running cloud resources for the business.
Singtel, for example, needed to build a tool called Liquid Sky™ that integrates with Slack for its
team communication to help track the cost impact of the changes that are constantly made. The tool
also helped Singtel consolidate and simplify day-to-day communication. Past team conversations
are now retrievable with search and knowledge sharing is taken to a whole new level. In essence,
Liquid Sky™ provided Singtel’s engineers the freedom to explore better ways of operating on the
cloud while keeping cloud costs in check and keeping the team (including cost guardians) in the loop.
While cloud may offer cost savings, it should not be the main and only reason for adopting cloud.
So, companies should take heed: moving to cloud is not a one-off pit stop but a journey.

By Janson Yap, Roy Peng, Raymond Koh and Gary Cheong, Deloitte

Starting from the mid-20th century, the third Industrial Revolution, also known as the Digital
Revolution, saw the change from mechanical and analogue electronic technology to digital
electronics with the adoption and proliferation of digital computers and digital record keeping
that continues to the present day.
Fast forward to 2016, the World Economic Forum predicts the Fourth Industrial Revolution, a new
era that builds and extends the impact of digitisation in new and unanticipated ways.
The Fourth Industrial Revolution builds on the Digital Revolution, in which the emerging
advancement in disruptive technologies such as artificial intelligence (AI), robotics, the Internet of
Things (IoT), autonomous vehicles, and 3D printing are made possible by the exponential increases
in computing power.
There are, however, key concerns about security, personal data, intrusions and governance. These
changes are inherently unpredictable, because they are based on the emergent properties of these new
technologies interacting with each other, with us, and the wider world. In general, it is easy to predict
technological changes due to scientific advances, but much harder to predict social changes due to
those technological changes.

The era of robotics
Predictions about IoT being “the next big thing” – “IoT will be the world’s biggest robot” – are
consistent across all technology sectors, from information technology and computer security to
investment. Similar predictions are being made about the other disruptive technologies. It is not
all hype as real devices are being produced, with impact being created.
In fact, a huge part of this new era will revolve around robots. Drones, self-driving cars, IBM
Watson, Siri, Google’s Atlas robot: these “robots” had and will change the way we work, play, live and
commute. The advancement in the field of robotics has been growing steadily over the last decade,
and more rapidly in recent years.
To understand robotics, let us take a brief look back at the beginnings and the progress made over
the past 60 years (see diagram, “Robotics timeline”).
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Reference: http://dupress.com/articles/what-is-cognitive-technology/

The future of robotics in professional
services is the ability for a robot to
perform like a human - with physical
& mechanical capabilities, AI in self
learning and the ability to empathise
with human emotions and needs in
order to provide the best solutions.

2020 and
beyond

Partnership where Deloitte’s
regulatory intelligence, with IBM’s
risk analytics and Watson cognitive
computing, lets firms use a cognitivebased solution that automates the
assessment of regulation or create
a regulatory repository that helps to
compare a firm’s control framework
with industry standards.

2016

William Grey Walter constructs the
first electronic autonomous robots.
They can move by the stimulus of
light.

1948

Varonis adds proactive analytics and
predictive threat models to its User
Behavior Analytics solution, which
show the prospective of robot
replacing internal audit.

2016

Alan Turing developed a turing test
to measure a machine intelligence.

1950

The following time-line marks the milestones of this discipline over the years:

Boston Dynamics presents the ‘next
generation’ Atlas robot, which is
adept both indoors and in the wild,
can keep balance, and can navigate.

2016

Shakey, the first mobile robot,
which can interact with its
environment, for example: finding
the route, moving the box and
solving some complex puzzles.

1966

Google teams up with health firm
to develop AI surgical robots.

2015

The RB5X, the world’s first massproduced personal robot, could
learn about its environment, for
example, detects and responds to
objects in its path. It motivates the
independent software firm to bring
the on-the-shelf software package
to the market.

1984

Deloitte Singapore Smart
Governance platform enables risk
sensing, detection and controls via
big data and analytics.

2015

IBM’s deep blue supercomputer,
the first computer to beat a grand
champion chess. The architecture
used in Deep Blue is applied to
financial modeling, data mining and
molecular dynamics.

1997

Robots and cognitive technologies have been evolving at an exponential speed (especially in these recent years), and are quickly taking over various aspects of our lives, as well as providing businesses
with opportunities. This includes the professional services, which require a high degree of intelligence and cognitive abilities. However, if these technologies are not applied with caution, the downfall of
a failed implementation may outweigh its potential benefits.

While the earlier developments of robots were mostly mechanical – focusing on automating repetitive tasks, continued advancement in technology has helped to fuel the development of more
intelligent machines. With the Internet, Big Data, Cloud, and new algorithms over the years, progress in Artificial Intelligence can be taken to even greater heights. Cognitive technologies are the new
breed of technologies emanating from the field of Artificial Intelligence. Computer vision, machine learning, natural language processing, speech recognition and robotics are among such technologies
that are increasingly adopted.

Robot has deep roots in our consciousness, evoking intuitive expectations of what a robot should be. If we were to examine the parts of a robot; its mechanical body and cognitive abilities, the sum of
these points to a human equivalent.

Robotics Disrupting Legacy Business Process, Hype or Real?

Robotics timeline

Deep Knowledge Ventures just
named an algorithm to its board
of directors. This algorithm can
recommend whether the firm makes
an investment in a specific company
or not.

2014

Honda creates the Advanced Step in
Innovative Mobility (ASIMO). ASIMO
can predict its next movement in
real time and shift its center of
gravity in anticipation.

2000

Kirobo, the world’s first talking
humanoid astronaut, which aim is
to work in the space station and to
be the emotional support for people
isolated.

2013

Siri is introduced as a built-in
feature with the Apple iPhone 4S
smartphone, which revolutionized
customers’ expectations of virtual
agents.

2011

Cognitive technologies are products of the field of artificial
intelligence. They are able to perform tasks that only humans
used to be able to do. – Deloitte University Press

Artificial Intelligence (AI) is “the science and engineering
of making intelligent machines” coined by John McCarthy.
Nowadays, Artificial intelligence (AI) is an area of computer
science that emphasizes the creation of intelligent machines
that work and react like humans.

The Definition of Robot
A reprogrammable, multifunctional manipulator designed to
move material, parts, tools, or specialized devices through
various programmed motions for the performance of a variety
of tasks. – Robot Institute of America, 1979

Earlier developments of robots were mostly mechanical – focusing on automating repetitive
tasks, while continued advancement in technology has helped to fuel the development of more
intelligent machines. With the exponential development in the area of internet, big data, cloud,
and new algorithms over the years, progress in AI has taken to even greater heights.

As a result, we are seeing an increased development of a new breed of technologies that is known
as cognitive technologies. These technologies can be further broken down into the form of
computer vision, machine learning, natural language processing, speech recognition and robotics.

None of these technologies are new, but they are becoming more prevalent. It is believed that we
are at the brink of a phase change around information and networks. The difference in degree will
become a difference in kind.

Artificial intelligence

Robots and cognitive technologies have been evolving at an exponential speed (especially in
these recent years), and are quickly taking over various aspects of our lives, as well as providing
businesses with opportunities.

The year 2011 saw the first time that humans interacted so closely with some form of AI via Siri.
“Siri, remind me to go to the management meeting at 3pm?” and “Alexa, what’s on my calendar
today?” are some examples of the questions we pose to our artificial intelligence “robots”.

Even though the capability is often limited, it does point to a growing trend of leveraging AI in
ways that were never thought possible before. Siri learns from user behaviour, usage pattern
and preferences, building its internal databases to predict and respond to the user with relevant
information that are therefore individualised. IBM Watson, on the other hand, provides businesses
with a platform that uses deep learning to transform businesses processes.

By and large, the AI robots will be designed to serve the greater good. They will collect data and
do things in our interests; and that is why we are building them. But robots will change our society
in ways we cannot predict, some of them good and some of them bad. It will maximise profits for
the people who control the components. It will enable governments to gain better insights of their
constituents and businesses to drive new sources of revenue and service lines.

However, it will also empower criminals and hackers in new and different ways, and cause power
balances to shift and societies to change.

Cognitive computing in managing regulatory risk

As the power of technology increases, AI and robots continue to become more sophisticated.
Cognitive computing is set to disrupt and transform the way we manage and respond to risks
across all parts of an organisation. Smarter use of analytics and new, disruptive technologies will
change the way organisations manage regulatory risk.

An example of applying cognitive computing to manage regulatory risk is the use of regulatory
compliance analytics, a cloud-based solution jointly developed by Deloitte and IBM to help
companies address the end-to-end lifecycle of regulatory and compliance management. This
platform supports continuous management and remediation of controls and regulatory change,
with advanced reporting and analytics to provide an “at your fingertips” view of compliance
standing and remediation progress.
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Utilising IBM Watson’s cognitive technology, regulatory compliance analytics removes the manual
task of reading through regulation to search for obligations. Instead, cognitive computing scans
candidate regulations and suggests obligations that the organisation should address. IBM Watson
learns as it goes along, picking up the organisation’s interpretation of candidate obligations.

Seizing opportunities in today’s financial
services industry

Looking ahead

By Janet Young, Head of Group Channels and Digitalisation, UOB

Companies like Google, IBM, and Apple are racing to either take the lead or garner a bigger piece
of the pie. Businesses should monitor potential disruptors stemming from the usage of robotics
that could produce products/results with greater accuracy, consistency, quality and speed, which is
why every industry will be susceptible to disruption.
Robots and cognitive technologies are more than just the IoT. Much of the robots’ intelligence
will be in the cloud, on servers connected via cellular, wi-fi, or short-range data networks. They are
mobile and persistent. You might be able to turn off small pieces of it here and there, but in the
background, our robotic assistant will always be on, and always be there.
As the Singapore government moves steadily along its drive to be the first Smart Nation;
corporations, businesses and consumers will be exposed to the potential benefits, service and
consumption insights, increased productivity and value creation.
On the opposite end, the inherent risks and challenges in IT and infrastructure security, jobs, privacy
and exposure will increase proportionally. All aspects of our social and economic fabric of Singapore
will be touched in one way or another with the pursuit of robotics and cognitive technologies.
As Klaus Schwab, founder and executive chairman of the World Economic Forum rightly said, “The
bottom line, however, is the same: business leaders and senior executives need to understand their
changing environment, challenge the assumptions of their operating teams, and relentlessly and
continuously innovate.” The golden question here is: Will you be ready?

Janson Yap is Asia Pacific Leader for Deloitte Risk Advisory and SEA Innovation Leader; Roy Peng, Director;
and Raymond Koh and Gary Cheong are Senior Managers at Deloitte Singapore Risk Advisory practice.

Technology start-ups across a range of industries are challenging traditional players with new
discvruptive business models. All around the world, Uber and Grab pose a serious threat to taxi
operators, while Airbnb has lured guests away from hotels.

The rise of fintech
The financial services sector has not been spared either. New entrants are leveraging technology
to create innovative financial services that benefit the customer. These enterprising firms have
gained much traction among banking customers, leading to a rapid expansion of the financial
technology (fintech) industry in recent years.
A report from the Economist Intelligence Unit estimated that more than US$25 billion has been
invested in fintech in the last five years, with 4,000 firms operating in product lines ranging from
payments and lending to foreign exchange and advisory services.
Fintech firms have established a firm foothold in the west, and are starting to make their presence
felt in Asia. With its high penetration rate of internet and mobile usage, many markets in the region
are ripe for growth. EY’s fintech adoption index showed in January a higher adoption rate of these
services by digitally active users in Hong Kong and Singapore, compared to those in the US and UK.

The best of both worlds
While some fintech firms do compete directly with banks, UOB believes that many fintech companies
offer services which complement those that traditional financial institutions provide to clients.
While tech firms offer innovation, banks are adept at operating in a highly regulated environment,
which assures customers looking to bank in a way that is safe, secure and accessible.
Both sides can and should work together to offer an enhanced, seamless and complementary suite
of products and services for customers. By working closely with fintechs, banks can achieve faster
time-to-market thus creating more value for their customers, while fintechs are provided with
growth and business opportunities.

Digital innovations
Digital innovations in the financial sector must address a genuine need in the market. In this
manner, it is important to identify and integrate solutions from partners within the ecosystem to
meet customers’ needs. For instance, mobile payments solutions, such as digital wallets, seek to
provide more convenient cashless payments and minimise the reliance on cash which is arguably
less efficient and less productive for businesses and customers alike.
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Smartphone users in Singapore can now make cashless transactions with their devices with
e-wallet apps like UOB Mighty Pay, Apple Pay and Android Pay. Meanwhile, crowdfunding platforms,
also known as peer-to-peer lenders, are offering an alternative channel of funding for smaller
businesses that may not yet qualify for bank credit.
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Banks are dealing with the fintech evolution in different ways. Some are looking to build similar
capabilities in-house, while others, mostly larger institutions, are seeking to forge partnerships or
acquire startups to accelerate their adoption of new technology to enhance their business offerings.
Leading global banks have created in-residence programmes that let fintech entrepreneurs work
at their organisations to turn their idea into commercial products. That gives them access to the
bank’s facilities, systems and people. Others are creating their own fintech teams comprised of
members from within their ranks as well as hires from tech companies.

SECTION FOUR

In Singapore, UOB partnered global equity crowdfunding platform, OurCrowd, effectively enabling
innovative Asian tech companies to access to another source of funding.
Companies will be able to source for relatively small investments from a large number of accredited
investors in return for equity or shares through OurCrowd’s platform. These funds can be used to
develop their concepts, products and services into viable business models, coupled with validation
from the crowd.
The partnership demonstrates how traditional and alternative finance providers can work together
to support the funding needs of small and medium-sized enterprises (SMEs). It couples UOB’s
strength and experience in serving entrepreneurs and SMEs across the region with OurCrowd’s
expertise in investing in promising start-ups through an equity crowdfunding platform.
Initiatives such as these give banks the ability to lead the development of the overall financial
ecosystem through meaningful collaborations with fintech firms.
UOB has also partnered Infocomm Investments Pte Ltd to set up an innovation centre, The FinLab.
The initiative identifies and accelerates the growth of promising fintech startups, primarily from
around the region. Following a rigorous recruitment process, these startups, exploring solutions
in areas such as payments, wealth management, SME solutions, and big data analytics, will go
through a three-month intensive acceleration programme.
The Singapore authorities are also playing their part in facilitating the growth of the fintech space
here, as part of an ongoing effort to maintain Singapore’s position as a global financial centre. In
November 2016, The Monetary Authority of Singapore will be organising the inaugural Singapore
FinTech Festival. UOB is one of the key sponsors of the festival and the event will feature a
series of programmes designed for start-ups, technology companies, financial institutions and
research institutes.

Readings:
Digital and
the Board
• Getting on board digital disruption
• Making no mistakes in confronting digital disruption in the boardroom
• Breaking mindsets to seize digital opportunities
• Board portals to the fourth industrial revolution
• Leadership in crisis: Tapping the collective strength of the CEO and Board

Looking ahead, we expect the fintech phenomenon to continue growing as banks and tech
companies take advantage of newer, more powerful technologies to bring even more innovative
solutions to the market.
Singapore is also implementing several forward-looking initiatives aimed to develop and boost the
ecosystem. These include a “regulatory sandbox” that enables banks to test-bed fintech products
and services in a real-life setting, but within a well-defined space and duration whereby certain
regulatory requirements would be relaxed. Start-ups and SMEs can also access funding from
traditional lenders, as well as through newer models such as securities-based crowdfunding.
With so many exciting possibilities on the horizon, the financial services sector is on the cusp of
a new golden era where banks and technology companies combine their respective strengths to
create an unprecedented level of innovation and service to the customer.
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Getting on board digital disruption
By Poh Mui Hoon, Chief Executive Officer, SPTel

To enable this transformation, boards and management have started to develop a common
language. In acquiring a higher degree of digital fluency, boards are helping their leaders
make better decisions by questioning assumptions and ensuring new technology is deployed
strategically: prioritising where to place resources and focus, how to best expand the company’s
most successful technology initiatives, when to stop lagging ones.
Because digital transformation impacts all of the company and fundamentally alters the way
companies function, boards have also found it important to consider how organisations are
structured moving ahead and ensure they are resourced with the digital expertise accordingly.

Technology used to be the purview of the C-suite rather than boards. The latter focused on
governance and more strategic business issues, and it was largely the management, particularly
the CIO office, that dealt with the technology and the complexities that come with it.
Not anymore.
Digital transformation and digital disruption have meant that organisations are now facing intense
competition and rapid change, requiring them to be even more agile as they defend themselves
against competition. Boards today are increasingly looking at technology as a key business driver
and therefore playing a more active role in using technology to propel their organisations forward.
Technology has become a priority.
At the same time, digital disruption has become a double-edged sword. Boards welcome technology
in enhancing customer engagement, enabling greater collaboration, creating a more efficient
supply chain. On the flipside, issues such as cybersecurity, control, governance, and risk also weigh
heavily on their minds.
Disruption does not belong only in the realm of extreme game changers and start-ups. Incumbents
also make great advances with incremental changes by deploying their technology strategically.
In addition, what was disruptive a decade ago is now responsible for mainstream digital
transformation. Internet of Things (IoT), cloud computing as well as big data and data analytics
sounded alien not too long ago but are part of everyday vocabulary today. Technologies such as
Software-Defined Networking (SDN) are also evolving from a buzzword to being recognised as
technology that offers organisations flexibility and speed, putting control and agility back into the
hands of businesses and, by extension, boards.

Questioning the status quo
In an environment where digital focus has become a fundamental business requirement,
organisations that embrace, rather than fear, digital disruption are best placed to leap ahead and
empower their businesses to become disruptors in their own right.
Organisations and their boards have begun to ask strategic pointed, questions to get an
understanding of how digital disruption affects their individual businesses. For example:
1. Why should boards care about digital disruption?
According to the Global Centre for Digital Business Transformation, 40 per cent of today’s leading
companies globally will be displaced from their market position in the next five years. In addition,
75 per cent of these companies have yet to address this risk by prioritising their digital strategy.
Businesses need to disrupt themselves through an effective digital strategy before they are disrupted
by competitors and slowly fade into obsolescence. Executing on a strong digital strategy tied to
business outcomes can not only prevent this, it can also help organisations identify new opportunities.
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2. What is the relationship between technology, business models and business processes?
Technology used to be merely an enabler. Today, it is core to how businesses function – facilitating
end-to-end processes, strengthening collaboration, enabling shared services, streamlining the
supply chain, driving customer relationship management (CRM).
Panera Bread in North America, for instance, used to be known for its long wait times and a
chaotic customer pick-up system that led to frustrated customers leaving empty-handed.
In response, the company made a US$32 million investment to transform its business model and
processes. Today, Panera Bread receives more than 135,000 digital orders daily with multiple
ordering options from mobiles to tablets to kiosks. The ability to monitor customer analytics,
including order history and frequency, aids in product planning.
Disruptive technologies have also enabled entirely new business models, creating new
opportunities for more traditional companies. Take Blockchain for instance, which underlying
technology lies in virtual currencies that helps ensure secure transactions between two parties
without the need to have intermediaries such as financial institutions.
The success of many of these new business models rests on a bedrock of reliable, robust
communications network infrastructure that new technologies and applications are built on.
Singapore organisations have been a beneficiary of such success thanks to strong, underlying
essentials including robust network infrastructure, which companies like SPTel provides.
3. How do boards build the bridge between the CIO office and the boardroom?
To start bridging the organisational digital divide, Accenture recommends that boards not only
start experimenting with more agile ways of working, but also engage the workforce to reinvent
business processes and capabilities via data analytics, IoT, and social collaboration tools.
They also need to define the digital skills gap by creating a catalogue of required skills and
competencies by job function and develop digital competencies via ubiquitous training and
social learning platforms.
Most importantly, boards have a critical role to play in fostering leadership behaviours that
fuel a digital culture. As leaders, boards have a hand in setting a clear a direction, engaging
collaboration, encouraging feedback and innovative thinking, and then empowering decisionmaking to the edges of the organisation.
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4. How do boards work with management to determine the path to digital transformation?

Making no mistakes in confronting
digital disruption in the boardroom

One way, recommended by Deloitte, is to have a bottom-up approach by involving people at
all levels of the organisation in reviewing processes and identifying ways to benefit from new
technologies. This enables boards to determine if their organisation makes effective use of
its data and whether its talent is able to turn data into insights that lead to actionable
management decisions.
Boards are also arming themselves with more knowledge, via coaching sessions, for instance, to
ensure that they themselves understand the trends and impact technologies are having on their
own organisations. They are also looking at technology’s impact on competitors to glean lessons
from the industry.
Experienced technologists are increasingly sought after to serve on boards and advise the CEO,
help to guide major investments, monitor progress toward digital goals, and make connections
to other organisations with similar issues says Tom Davenport, research fellow at the MIT
Initiative on the Digital Economy. While CIOs would be ideal, they are in short supply. Davenport
recommends identifying senior technology consultants, successful entrepreneurs, practiceoriented university professors and deans.
5. How is effectiveness measured?
It is imperative to build a strategy around metrics and funding models that work best for the
company. As with any business decision, clearly defined key performance indicators (KPIs) that
extend far beyond revenue should be established. This can include factors such as customer
satisfaction to employee satisfaction.
According to McKinsey, these metrics could also include: the percentage of business processes
that have been automated, the cycle times for critical end-to-end business processes, and
customer- and business-satisfaction scores for various production groups.

Getting board-ready
In the age of digital disruption, organisations that are nimble enough to deal with today’s rapidly
changing environment will emerge as winners. By focusing on the strategic implications of the
new technologies rather than on its details, identifying talent to serve on boards, and drawing a
closer link between business and technology, today’s Boards are better able to leverage digital
disruption to transform their organisations, enhance customer experience, and deliver value.
In the long run, turning digital disruption into a positive force enables boards to gain a firmer
view of the business, help their organisations make more strategic use of their resources, and steer
innovation while balancing risks.

By Dr Stanley Lai, SC, Head of Intellectual Property Practice,
Allen & Gledhill LLP
Directors of many companies are facing the stark realities of confronting digital disruption in the
boardroom. Fewer among them have an idea on how best to approach digital disruption from the
dual perspective of innovation and risk.
On the one hand, there is pure technological innovation, which can immeasurably lift the fortunes
of many a financially challenged concern, promoting confidence and support of shareholders.
On the other hand we also see that one of the most virulent forms of digital disruption comes in
the form of cyber attacks. These attacks introduce a new type of scourge into companies, and the
cyber security budget has grown manifold in the face of this growing phenomenon. Directors have
to come to terms with a new paradigm of risk appreciation and mitigation, because that will be the
only way to manage cyber risk, and all their ancillaries.
Digital disruption may best describe how the newest technologies turn the status quo on its head,
and threaten the very wellbeing of corporate life. As former CEO of Cisco Systems, John Chambers
once said during a Cisco Annual Customer Conference in 2015: “Either we disrupt, or we get disrupted.”
Technology may introduce new efficiencies and intelligence information that until recently have
never been part of daily corporate fare. For the most part technological disruption should be
welcomed in any organisation, especially when efficiencies and other gains are realised, thereby
ensuring the reaping of significant margins for a gleeful management, and an even happier board.

What does the board do?
The key question that directors are asking is: How do I continue to discharge my fiduciary duties
that are owed to the company and shareholders by exercising proper oversight of the corporate
environment and ethos to embrace disruption, whether it be in the form of disruptive innovation,
or simply to identify the disruptive innovations that are the product of competitors?
The question would find some resonance in the wake of various court decisions that have held
directors to account for their failure to properly safeguard the intellectual property and intangible
assets of a company1. It would not be much of a stretch of legal analysis to see how, by parity of
reasoning, such cautionary tales can similarly resonate in the modern boardroom.
Very often, liability is founded based on the questions that directors fail to ask, or fail to follow up to
ask, of management. In the context of Singapore Budget 2016, another relevant consideration for
management is whether the maximum enhancement for write-down allowances for intellectual
property (IP) acquisitions has been fully realised on a case-by-case basis. It is manifestly apparent
that there are equally culpable sins of commission and omission that befall directors in relation
to digital disruption.
There are many mistakes that confront companies over the issue of digital disruption. By way
of example, four common pitfalls come to mind: mistakes that go to strategy, process mistakes,
organisational mistakes, and mistakes over skills management.
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Strategy mistakes

Skills management mistakes

Many companies may be too quick to reject opportunities and technological offerings that on
first inspection appear too small and inconsequential. However very often, the smaller inventions
(especially when taken in their entirety) may take on a greater significance in the long term,
even though this may not have been immediately obvious at the point inception. The underlying
mistaken assumption is that only the largest commercialisable ideas count towards meaningful
return. Without impact, small offerings are too de minimis to bring to the attention of the board.

By management design, the best innovators of a company may be rotated out of their positions too
quickly, or are prematurely thrust into management positions. In the case of the former, a longer
run-in period may be necessary for an R&D team to create a chemistry that yields the best results.

An equally justifiable indictment would be how little emphasis is placed on identifying and
responding to competitive disruption, to the extent of forecasting and anticipating what competitors
are doing to disrupt the landscape.
In truth, a listed company is always under much pressure to deliver a justifiable return on R&D
investment. It is necessary for a board to ask questions of management that are directed at the few
significant projects that will chart the future for the company, and to allocate investment befitting
this priority. At the same time, it is also necessary to develop a portfolio of mid-range ideas that
show promise. It is also imperative on management to fund a broader base of early stage ideas, or
incremental innovations.
The perspective of anticipating competitors’ disruption can be brought into sharper focus with
frequent patent searches (always a good indication of new technological offerings) and acquisition
activity. A relevant and important question that should be asked is: what is the intellectual property
strategy of the company, both in terms of securing protection for created (disruptive) inventions,
enforcing rights against third party infringers and putting into place a licensing strategy.

Process mistakes
It is always tempting to subject the development of new innovations to the same rigorous planning,
budgeting and reviews that would be commonly applied to existing businesses.
To overcome this phenomenon a measure of flexibility, planning and control should be introduced
to regulate the key performance indicators of newer technology offerings. Perhaps even reserve
funds should be set aside, and earmarked to cater to these contingencies. A good example is the
British Broadcasting Corporation (BBC), which had set aside some funds for innovative proposals.
A new recruit used money that was originally allocated for a new BBC training film, to make a new pilot
for The Office, which became the BBC’s hit comedy series in decades. It was an unqualified success.

Organisational mistakes
A company may, as matter of organisation, isolate newer technology subsidiaries from the core
business. The inevitable result is the creation of two classes of corporate citizens – the so-called
innovators and those who are still expected to continue growth and maintain revenue/profits.
Overtime, the two factions would present many instances of conflict for management.
There is an ever-present need for companies to make sure that its mainstream businesses
and innovation businesses overlap to a greater or lesser degree. The creation of “overlapping
relationships” may be in the form of rotating personnel and mid-level management between the
two factions. Overtime, it would also be apparent who the innovation champions are, and these
men and women would also have spent considerable time with mainstream business, to appreciate
how best to work disruptive technologies into the DNA and ethos of a company.
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In the latter, the underlying assumption that should be challenged is the best technical person must
lead the innovation team. The board may get some limited insight into this, with presentations
during board meetings. Each presenter has to be scrutinised from these perspectives. When the
company Williams-Sonoma launched its successful eCommerce group, the manager-in-charge
was not a technology expert, but one who could choose and bring out the best from a mixture of
different employees.
The above mistakes (and suggested remedies) may raise a stirring amongst readers on the
types of boardroom questions that should be asked in the context of digital disruption, and how
management creates, manages or responds to it.

Cyber risks
The management of corporate risks has fallen firmly within the responsibility of directors, and
it is also the case that disruptive technologies will inevitably present new risks that have to be
foreseen and mitigated in the course of directors’ deliberations.
At the forefront lies the issue of cyber security, and the vulnerability of companies to external
hacking threats, as well as leakage and wrongful disclosures emanating from within. At least
one notable survey has published findings that the majority of directors and general counsel
interviewed have identified cyber risks as having increased significantly.
This issue lies at the forefront of concerns. What directors need to ask is whether a well thought
through cyber response plan has been emplaced within the company, to address and contain the
fallout from a cyber event.
The existential threat is clear, that a potentially devastating crippling of a company’s processes
bears directly upon business reputation and bottom line. Against the increased investment of
cyber security measure lies the difficult but necessary balance between allowing remote access
to employees for tele-working purposes, and not compromising cyber security in the process.
It is a truism that open access (through the internet) runs counter to computer security of the
highest order.
Indeed it does not totally defy expectation that at some point in the future, nomination committees
may need to include IT-savvy professionals as board members, to better augment the
management of risks, and also provide an independent perspective on the efficacy of digital
disruption for the company.
The categories of fiduciary duties that are owed by directors are never closed, and it is to be
expected that in the immediate future, directors will see the need to equip themselves so as to be
able to conscionably address the key question, and embrace digital disruption.

1
See for example Sylla v Long (California Court of Appeals, 2013) Unpub Lexis 8295 (sale of a company’s patent assets at an undervalue
to another company in which the directors of the first company had interests); and Marilyn Zirn v VLI Corporation (1996) (Supreme Court
of Delaware) 681 A.2d 1050 (directors failed to declare the full extent of counsel’s advice on the likelihood of patent reinstatement in the
context of an M&A transaction).
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Breaking mindsets to seize
digital opportunities
By Alvin Mun, Chew Swee Kee and Dennis Lee

It has been said that a good business gives customers what they need but a great business gives
customers what they yearn for. In today’s digital world, there is greater pressure on traditional
business models to evolve in order to avoid obsolescence. While some disruptions are merely
disguised trends, others transform industries permanently.
Digital disruption is becoming the new normal.
From grocery shopping, renting of DVDs, hiring of taxis, to sending of text messages, digital
disruption has altered our lives significantly. Disruptors such as RedMart, Netflix and Uber stormed
ahead of the pack and reinvented service models, capturing market share at an alarming rate.
Digital disruption not only grows the market but also enables a player to seize market share.
Hence, nothing today is too big to fail. The table, “Industries disrupted” showcases prominent
disruptors in conventional consumer business and the respective cost of disruption.

• Demand for convenience and instant gratification
In a short span of time, disruptive businesses threatened the existence of established
companies through technologies and business models. This provides consumers with
unprecedented levels of convenience and advocates what they ought to need. As the average
disposable income rises against falling leisure time, convenience has become the latest buzzword
for consumers. Digital content that can be delivered instantly over the internet and shopping
online without the need to travel to a physical store can shift consumer loyalties away from
traditional businesses and into the arms of disruptors.
• Zero cost
Digital disruptors often leverage the ubiquity of smart phones, tablets and other connected devices
to deliver services through mobile applications or engage with customers directly through social
media. The added cost to customers for such convenience is often negligible or completely free.
Digital disruption spans diverse trades and industries. Coincidentally, it can be observed that
digital disruption is perceived to affect Singapore’s growth sectors the most. The accompanying
chart “Growth sectors and perceived disruption” shows the GDP growth rate of key industries in
Singapore and the percentage indicators of respondents who perceive their respective industries
will be at least moderately disrupted by digital. As can be seen, digital disruption is even expected
to reach and influence slow growth sectors such as manufacturing and industrial production.
Growth sector and perceived digital disruption

Industries disrupted

Sources: Ministry of Trade and Industry, Singapore and Digital Pulse 2015 by Russell Reynolds Associates

Why deal with digital disruption?
Businesses must realise that disruption will test their ability to survive.

What is driving digital disruption?
There are three key forces behind it:
• Understanding the customer to predict what they want
In recent years, innovation strategies by disruptive businesses have revolved around a nuanced
understanding of consumers’ evolving preferences. These stemmed from internal assessments
of personal wants such as convenience at much lower costs. This has been widely embraced by
consumers who believe their needs are now better understood and met.
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• A business that does not keep up with the pace of change becomes irrelevant. After all, there is
only so much goodwill one can do to retain a company’s customers.
• The very strategy which propelled a company to become a market leader one can also be the
anchor which holds it back if it is not constantly refined to address evolving challenges.
• Innovative companies see disruption as an opportunity to build branding, unlock value and
drive productivity.
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What are the challenges?

What is the best way of dealing with digital disruption?

Recognising the threat and the need to embrace digital disruption is critical. However, the board
and C-suite may not always readily take this step. This is especially true for entrenched market
leaders in traditional industries.

There are five possible strategies for responding to a digital disruption:

At the board level, complacency remains the antithesis to innovation and change. Boards may
sometimes get caught in a mindset trap, thinking that they are infallible against small competitors
with novel ideas but no track record. A failure to recognise this confirmation bias leads them to
believe that success will repeat itself.
The cost of adopting and deploying a radical new strategy is another obstacle. Successful businesses
are heavily invested in their operating models and technologies. The risk and opportunity cost
involved in a fundamental shift in business model required by disruptions will always make
them hesitate.
Boards often do not have visibility or are not apprised of the risk velocity at which the entire
industry or business model could be disrupted, and do not prioritise resources that allow the
business to respond to such threats within a reasonable timeframe.
For management, the challenges are somewhat similar. The mind-trap syndrome may be endemic,
leading to the lack of an innovative spirit throughout the organisation. If the “tone from the top”
stifles innovation, the company’s culture will be resistant to change.
Deployment of new disruptive technologies and business models tend to also trigger uncertainty
risks. Whilst testing of hypothesis and scenario planning can be adopted as a solution, the lack of
data available for such techniques transforms the entire exercise into an expensive guess.
A thorough understanding of the impact, likelihood and velocity of the risks involved in digital
disruption gives the business clarity for the formulation of a coherent strategy. While the resources
needed for engaging the necessary experts to analyse these risks may be substantial, such shortterm expenditure is necessary to ensure the long-term viability of the business.
The diagram “Digital disruption adoption framework” shows an example of a digital disruption
adoption framework and the key challenges to internal stakeholders.
Digital disruption adoption framework
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• Defend and block strategy
Deploy resources to prevent competitors from executing their disruptive strategy. This can
include enforcing intellectual property rights, lobbying, or other legal barriers. However, this
method does not add value to existing customers and can be detrimental to the industry.
• Proactive strategy
Invest in disruptive technologies and launch competing products or services. This requires careful
market studies and analytics. Strategic partnerships with emerging players or even acquisitions
can be effective.
• Changing core strategy
Transition to a different industry could be the best option if direct competition is not possible.
Alternatively, a business can focus on a niche segment, which is less likely to be disrupted.
• Human capital strategy
Foster a culture that encourages innovation and embraces change, with a willingness to invest
in technology and human capabilities. Incentives can be given to employees to reward creativity
and innovation while providing them with ample opportunities to make such suggestions.
• Big data strategy
Collect meaningful customer data to get a deeper understanding of trends and possible demands.
Armed with such information, management can better prioritise resource allocation.

Digitalise like you mean it
Businesses often jump on the bandwagon by implementing a digital strategy for the sake of having
one. In reality, they should really be strategising for the new age. Setting such strategies involve
taking risks and having the courage to fail. Therefore, measure but embrace the risks to harness
the potency of digital disruption and navigate the future.

Alvin Mun is Senior Consultant; Chew Swee Kee is Consultant; and Dennis Lee is Director at the Risk
Advisory division of RSM.
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Board portals to the fourth industrial
revolution
By Lakmini Wijesundera, Co-Founder and Chief Executive Officer,
BoardPAC

An IDG research report, Digital Transformation: Crossing The Chasm From IT To The Business,
revealed that out of the top five extreme challenges for business transformation, the “changing
culture and mindset” leads the list in the number one slot. It is further stated that out of the top
five steps for a successful transformation, the number one slot in the list is again “change that sweeping
is all but impossible without active, wholehearted support from CEOs and their top lieutenants.”
A key challenge involving leadership of a business is getting them to be fully vested in technology
and innovation in driving organisational change.

Business interruption in a digitally connected world is arriving at the doorstep of every company. It
is a matter of time, and can even be months or days away.
For example, Kodak in 1998 had 170,000 employees and sold 85 per cent of all photo paper
worldwide. A mere three years later, digital photography took over. Paper film became obsolete;
Kodak went bankrupt. It is just but one – though infamous – example of how traditional industries
are set for drastic transformation, with technology and digitalisation leading the curve.
Welcome to the Fourth Industrial Revolution, an exponential age where speed is a virtue and
where whether you are ready or not, the digital and connected world is arriving at your door.
When it does, will each of us and our companies be there to welcome it with open arms? Or shut
the door in its face?

Software, the new heartware of businesses
Traditional industries can expect software to be “disrupting” them in the next five to 10 years.
Already, we are seeing how Uber, a software company, has become the largest taxi company in the
world. The same goes for Airbnb (the largest hotel company that do not own any properties) and
Alibaba (the largest superstore with no inventory). If the automobile industry does not buck up, it
needs to be prepared for the likes of Tesla, which expects to make widely available self-driven cars
by 2018. By 2030, computers will become more intelligent than humans.
Put simply, traditional businesses need to adapt or risk fading into oblivion.

While the chairman and board of directors have an amplified, powerful say in how the company
is run, often there are very few touch points between them and the business. In most cases, their
only frequent interaction with the rest of the company might come through board meetings
with outdated traditional approaches such as delivery of paper-based documents, delivery of
confidential content via unsecure mediums such as email. All of which are unsuited and are not
compliant with the level of critical confidentiality levels needed to be maintained with board
papers and correspondence.

Need for a top down approach
In short, the leadership has the ultimate responsibility to ensure purpose and alignment of the
total organisation is met, and the chairman, CEO, CFO play a far more critical role. They should
be the “great digital leadership”. However, they need to first understand and experience digital
technology and business transformation, go beyond the theoretical and ideas and truly grasp what
digitalisation is, endorse and encourage it, then provide the leadership required for the technology
to effect positively across the enterprise and be truly transformative.
As illustrated in the diagram,“Leadership and enterprise-wide commitment lifecycle”, the leadership
is able to work through steps I to IV with hands on experience using board portals and digital
automation at a rapid pace of within two to three months. This leaves steps VII to VIII to be driven
from the top with the leadership’s participation on digitalisation of their work activities and also
setting an example to the total enterprise.

Leadership and enterprise-wide commitment lifecycle

“The Fourth Industrial Revolution: what it means, how to respond” was the central theme of
the 2016 World Economic Forum (WEF) in Davos, Switzerland. Klaus Schwab, WEF founder and
executive chairman described it as “one (that) is evolving at an exponential rather than linear
pace; that builds on the digital revolution and combines multiple technologies that are leading
to unprecedented paradigm shifts in the economy, business, society, and individually; and that
involves the transformation of entire systems, across (and within) countries, companies, industries
and society as a whole.”

A revolution like no other
In this revolution, speed becomes critically important. Digital technology being a key enabler of
speed becomes a cornerstone of successful businesses.
As the leaders of a traditional business, taking steps to embrace digital technologies early becomes
critical. Innovation and change speedily therefore becomes mandatory to survival. The digital
transformation is required across the business and not only for external client interactions.
66

67

While businesses have been championing the use of digital technology to radically improve their
performance, it is leadership, not technology that ultimately drives change.
With digital technologies such as secure and high quality iPad enabled board and executive
committee meeting automation solutions, top management gains the opportunity to experience
digital technology in business. A board and executive committee meeting automation solution is
a collaborative software that allows boards of directors to securely access board documents and
collaborate with other members digitally.
The popular use of board portals has led to heightened awareness of the efficiency and importance
of use of digital technology along with the security aspects, reliability, usability which are key
issues that concern digital transformation in an organisation amongst the leadership members.
This leads to breaking myths and barriers related to technology adoption which is a key challenge
in adopting innovative and new technologies in business.
Studies have shown in organisations where the board and C-suite level use board portals, there is
a 70 per cent likelihood that they will understand the need for greater security for mobile applications.
After all, a company with leadership that is aware of digital experientially has a significantly higher
chance of embracing digital transformation across the total company.

Leadership in crisis: Tapping the collective
strength of the CEO and Board
By Nathan Birtle, Vice President, EMEA, Diligent

History has shown that damage caused by a corporate crisis is usually determined more by the
quality of the response than by the severity of the crisis itself. Poorly handled crises – product
recalls, customer service missteps, labour strikes, environmental disasters, hostile takeover bids
or regulatory probes – can ultimately ruin an organisation’s reputation. In contrast, adversities
met with a strong and swift response can actually become opportunities to demonstrate decisive
leadership and a commitment to values.
While the spotlight usually falls on the CEO when a crisis occurs, successful handling of a crisis is
usually the result of well-orchestrated teamwork among the CEO, board of directors and corporate
secretary. The board must provide its advice and experience to management. It must also safeguard
the interests of shareholders – or for non-commercial boards, their donors, taxpayers, members,
citizens, students and patients.
This role is more than symbolic. Investors and other observers will be dissecting the board’s
every action, and it is up to the company secretary to ensure that processes are followed, proper
documentation is kept, and information flows smoothly among all parties.
But fulfilling these responsibilities demands planning in advance, especially in a time when
stakeholders are empowered by social media; the CEO and board can be quickly overwhelmed
unless the right infrastructure is already in place.

Managing and collaborating during crises
Broadly speaking, preparedness requires two things: establishing a crisis management plan and
developing Broadly speaking, preparedness requires two things: establishing a crisis management
plan and developing a communications infrastructure prior to the trigger event.
A crisis management plan should draw on the expertise of the company’s management, public
relations and legal teams. It must outline specific responsibilities of the CEO and board during a
crisis. The company secretary then needs to support the chairman or lead director in ensuring that
the plan is followed and in anticipating information and other resources the board will need to
confront the crisis.
Then, a communications and collaboration platform must allow the CEO and board to exchange
information, deliberate, and make decisions rapidly and securely. While the C-suite may be
headquartered in a single location, directors will likely be geographically dispersed, particularly as
more companies look to internationalise their boards. The information to be shared among those
involved is often substantial and frequently revised.
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Most companies have business continuity and disaster recovery plans to manage risks of wide-scale
disasters such as terrorist attacks or natural catastrophes. But these measures frequently exclude
board communication from their scope, lacking provisions for the CEO to keep the board appraised
and engaged if an organisation’s IT systems go down. A board portal hosted independently of a
company’s communication avoids this.
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The role of board portals during a crisis
A board portal thus plays a role in in ensuring information shared and delivered during times of
crises are swift and protected.
Recent advancement in board portal technology allows information to be encrypted and stored in
a highly secure external server. Board and management, as authorised users, can then access the
material securely through a tablet app or Internet browser on their selected device.
The use of a centralised hub for data, characteristic of board portals, ensures the latest information
is made available instantaneously, eliminating challenges in distribution and version control, and
accommodating last-minute updates.
Some portals enable electronic signatures for written consents. Easy voting features let members
quickly respond to resolutions and approvals, track how others have responded and see how close
they are to consensus—critical when time is of the essence during a crisis, for instance.
The portal can already be loaded with crisis management plans, previous board and committee
minutes, and governing documents such as bylaws and committee charters. A board portal can also
provide a central location for summaries and links to news reports, blog posts, Twitter feeds and
investor commentary, pre and post-crisis, to keep stakeholders informed.

SECTION FIVE

Even the most well-run companies should count on being tested by unforeseen disruptions. CEOs,
boards and corporate secretaries can minimise the damage – and possibly even turn a crisis into
an opportunity to shine – with thorough preparation that includes the establishment of a reliable
communications infrastructure.

Readings:
Cyber Risk
and
Governance
• Cyber governance in the digital age
• Internal controls and the emerging digital landscape
• The director’s role in managing cyber risk
• Data breaches: Business and legal risk issues
• What every CISO needs to know about cyber insurance
• Quantifying the cyber risk impact

70

71

Cyber governance in the digital age
By Paul O’Rourke, Asia Pacific Cyber Security Leader, EY

The digital era has opened up new opportunities to reinvent business models and transform
customer interactions. This holds great potential but also introduces significant risks at all levels
for the business and every part of the C-suite in different, often subtle and not easily recognised, ways.

To that end, boards need to clearly understand the cyber risks that confront their organisation in
order to meaningfully assess the investment needed and initiatives that should be prioritised to
tackle these risks.
Boards should also expect information on the organisation’s risk profile to be provided to them in
a timely and insightful manner. Such information should be relayed in a clear business context. In
particular, lead indicators, focusing on governance and metrics, will help Boards to identify how
well issues are being managed today, as well as provide valuable insights into the potential futurestate risks.

Traditionally misconceived by many as a technology issue, digital and the associated cyber risks is
very much a business issue and cannot remain solely in the IT domain. While cyber management
must be an enterprise-wide responsibility, there should be a clear owner for cyber risk within
the business.

Increasingly, boards are requiring cyber insurance be taken out as part of the organisation’s cyber
risk management approach. While cyber insurance can be a valuable investment to protect against
the impact of cyber incidents, it is essential for boards to understand what is – and is not – covered.

In many organisations, increasingly, the CFO owns the responsibility for the overall cyber risk
management strategy. This often makes sense as they are well-positioned to determine that key
issues around metrics and reporting on cyber risks are reviewed with an overall business lens.

Often, cyber insurance will require the organisation to maintain its cyber security to an agreed
standard. In these cases, specific reporting for the Board is required to determine that cyber
insurance compliance remains in place. Businesses also need to demonstrate that they have the
evidence to support claims, which insurance providers are likely to require.

The growing prevalence and sophistication of digitisation, and resultant cyber attacks, has quickly
elevated cyber into the top three of many organisation’s enterprise risks. Yet, the dynamic nature of
the risk, added to the technical aspects, makes oversight particularly challenging for boards. Many
boards are thus still grappling with the underlying risk, and trying to assess their level of exposure.

Areas of focus

Regardless, judging from the potential of cyber breaches in inflicting significant financial, regulatory
and reputational damage on organisations, boards should have an updated knowledge of this fastrising new risk category and understand the practical methods of governing the cyber risk position
in their organisations.

Cyber attacks that are enabled by human error are a significant contributor to the overall risk
organisations face today. Such incidences cannot be addressed using technology alone. It is thus
important that the entire organisation and relevant third parties are aware of the cyber risks
that they may be exposed to in their everyday operations, and be educated as to how they should
respond in the event of cyber breaches.

Rethinking cyber governance
There are several reasons why yesterday’s approach to cyber governance may no longer serve in
today’s digital age. First, the legacy mindset of governance as a control mechanism does not work
when information flows are fluid. Second, digital governance overly rooted in mitigation will limit
organisations from the potential upsides.
Boards need to factor in these new realities when executing their governance function. Governance
in the cyber and digital era is not chiefly through rules, but through a combination of rules, processes,
values, monitoring and listening, and the explicit development of infrastructure and services to not
just mitigate risks, but support and shape how digital can help to create value for the business.
To a large extent, the management of cyber risk needs to draw on the well-tested processes used
for dealing with more conventional risk types. Fundamental to this alignment is the fact that cyber
risk cannot be completely eliminated. The core focus for boards, from their vantage point, is to
determine that appropriate cyber risk mitigation strategies are both established and embedded in
the business.
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The reality is that cyber attacks will likely happen to every business at some point, so it is important
for boards to establish an acceptable level of cyber risk appetite, as part of the organisation’s
overall risk management framework.

One of the core areas that boards need to focus on is education, awareness and culture. Cyber
security is a shared responsibility – organisations are only as strong as their weakest link.

Another important area for boards to focus on is that determining the organisation’s most critical
assets are identified and prioritised for protection. An improved return on investment will be
achieved by allocating capital to key areas of cyber risk, rather than taking a blanket approach
across the whole organisation.
For this reason, boards should demonstrate that the business focuses its investments on its critical
assets, and expect appropriate reporting on how well these assets are being managed. Critical
assets may include M&A data, customer data, intellectual property, financial data or sensitive
company information that can sway share price.
Effective boards are also cognisant of the range of their directors’ skills and experiences. They
continuously reassess and adapt so that the skill sets are commensurate with the company’s
current risk profile. It may not be necessary to add someone with IT experience to the board to
address cybersecurity risk if the board can mitigate its “knowledge gap” in other ways. In some
instances, boards are leveraging independent advisors who can provide insights on trends related
to cyber risk present in the industry.
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Internal controls in the emerging
digital landscape

A cyber-intelligent board
More than ever, boards are faced with increasing complexity in governing cyber in the context of
rapidly changing business models, emerging technology and new market entrants.
What is certain is that digitisation, mobility and cloud technology are essential to driving increased
productivity, competitiveness and innovation. Therefore, importantly for boards, the fear of or lack
of understanding of cyber risks should not deter them from supporting the deployment of these
new technologies. A better response is for organisations to learn how to deploy these technologies
securely, and embed a culture around active defence and “security by design”.
Smart boards know that the best offence is a strong defence, and an organisation’s value and
reputation can hinge on how well it responds to an unforeseen cyber event. Security does not have
to be the price to pay for innovation and growth; the converse is true as well.

The views reflected in this article are the views of the author and do not necessarily reflect the views of the global EY
organisation or its member firms.

By Willy Leow, Partner Risk Advisory Services, BDO LLP

The onslaught of technology in changing business models and profit drivers continues unabated
from the introduction of Enterprise Resource Management systems many years ago and the
Amazon.com era to the Facebook companies of today.
The ongoing participation in the virtual world connected through tablets, phones, computers,
watches has also led to increasing levels of trust in the transactions in this virtual world. Cyberspace
is now regarded as friendly territory rather than the wild frontier.
Phones are taking over wallets, and even virtual property companies are becoming worthy rivals
to traditional ones.

No resting on laurels
Together with this ongoing shift, the risk profiles of companies leveraging digital social media,
new payment gateways, m-commerce have also evolved and become more complex now that
information is not just locked up in the physical file cabinet or the big machine in the computer room.
Cloud computing has reduced the size of computer rooms but has introduced a whole series of
new risks. Against the backdrop of the larger IT infrastructure, mobile access to information has
increased multi-fold both from such laden clouds or from 200 GB Micro Secure Digital cards, the
size of a finger nail.
While companies strive for that delicate balance amongst costs, efficiency and effectiveness,
internal control procedures also need to evolve in line business needs without compromising the
onward progress of the organisation.
The overriding organisational technology risk management framework should not be a pretty
poster to be framed up in the IT department but has to become a fundamental element of overall
corporate culture to prevent one single hole in the architecture from being used to burrow into the
company vault. One lost SD card in a phone or tablet by just one careless individual could result in
a massive loss of confidential and market sensitive information that could cripple an organisation.

When exception becomes the norm
In addition, what was once aspirational have now transpired and solidified quietly as basic business
practices. For example, mobile banking enables transactional instructions to be sent from any
part of the world while not so long ago, such transactions have to be restricted to dedicated
terminals in a small cold room in the finance department. Besides the obvious hacking risks, more
inventive scammers have cloned banking websites or masqueraded as suppliers to channel funds
into fraudulent bank accounts. At the click of a button, funds could just be transferred at an instant
into an undeserving bank account.
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The director’s role in managing cyber risk

On the other hand, some other companies have conveniently assigned junior accountants to
authorise internet fund transfers instead of aligning such transactions to heavily controlled
cheque signatories. While electronic banking is definitely here to stay, as it becomes more and
more commonplace, due regard to management of risks associated with such a powerful tool
should be paid.
In many countries, malls are also feeling the onslaught of online shopping. No longer can sole
distributors reap off large profits in defined locations since the same item can be shipped easily,
and sometimes for free, with a click from elsewhere in the world. Companies do not have to send
executives on expensive and long sourcing trips to look for materials when the same contacts can
be googled and corresponded through email. No one feels out of place getting a sales enquiry
through email or delivering large shipments without ever meeting the counterparty.
Checks on the credibility of the counterparty increases in significance since anyone can set up a
website or put nice pictures of products. Due diligence checks should be mandatory before sending
funds halfway around the world at the click of a button.
A formalised risk assessment exercise should be done for companies on board this digital bandwagon
to make sure that they are well insulated against threats and vulnerabilities in their system. Other
than the IT infrastructure and applications, user awareness especially amongst finance or support
staff is important to better ensure they do not become victims of opportunists trying to bulldoze
their way into the company’s coffers.
The resulting risk assessment and ways to address them should be refreshed regularly for changes
in systems or personnel to make sure that the measures remain codified and relevant to the
organisation. Strict control over sensitive corporate information or the use of social media should
also be implemented to allow only non-corporate or sensitive information to be announced by
individuals to the internet community at large.

Do your homework, assess the risks
A lot has been said about using data analytics to derive competitive advantages in the market
place or to facilitate decision-making processes. The use of retrieval tools on feedback from
social media, market trends, internal information, should be consolidated to focus on key points of
interests to the organisation.
As the digital disruption increases the availability of data, organisations should take advantage
of this to enhance products or make sure they are not caught at the wrong curve in emerging
market trends. Internally, such tools can also help to detect blips in expenditure patterns or users
accessing corporate resources from weird locations or any predefined situations as long as the
story can be told through the data collected in the corporate system.
The underlying objectives of internal controls will remain relevant with the advent of new
business models although approaches or procedures might be different. As individual users
become more empowered with the power of clicks, a focus on user awareness might also increase
the effectiveness of corporate scrutiny and to place organisations in a better position to ride the
digital wave seamlessly and a bit more effortlessly.
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By Lam Chung Nian, Head of the Intellectual Property, Technology & Media,
Telecommunications and Data Protection Practices, WongPartnership LLP

Cyber security is no longer “just the IT department’s problem” or something that can be delegated
away to an organisation’s Chief Information Officer (CIO). In this day, IT and networked systems
play an integral role in driving business success – customer information is stored electronically,
and the availability of IT systems is often crucial to product and service offerings. The increasing
embrace of cloud-based solutions can also raise further concerns.
An organisation has much to lose if it falls to or is unable to swiftly respond to cyber attacks.
Directors and officers will find that they have a vital role to play in combating cyber risk, to protect
their business and themselves from potential liability.

The nature of cyber risk
Cyber risk encompasses business risk arising from any unauthorised access, modification or
disruption of IT systems. Given the high dependency of businesses on IT systems, this readily
translates into risk of business interruption, financial loss, disruption or damage to the reputation of
an organisation. Recent examples in the news also demonstrate how cyber security incidents have
had serious consequences such as theft of corporate assets and trade secrets, loss of shareholder
value, insider trading, and lawsuits initiated by affected individuals. Management must therefore
take active steps to mitigate such risks.
There are many sources of cyber risk. The increasing sophistication and creativity with which
cyber criminals evade security measures in order to obtain information or access to sensitive
systems is a serious source of such risks. For example, elaborate “spear-phishing” attempts have
now surfaced, in which hackers send customised emails directed at specific groups of people in a
company, thereby increasing the chance in which such targets mistakenly perceive the emails (and
the links or attachments within) as coming from a legitimate source. Such risks have the potential
to bypass traditional security measures, and form a foothold from which an attacker can mount a
larger attack on an organisation’s systems.
Another source comes from within an organisation and stems from weaknesses in its security
policies and the lack of awareness or concern of directors, officers, and employees in relation to
cyber threats. Just like leaving the front gate of a house unlocked, these open up an organisation to
cyber attacks and also increase the risk of employees deliberately or inadvertently compromising
the integrity of data stored on IT systems.
The impact of cyber risk can potentially be devastating and has been documented in various
“hacking” incidents throughout the world. For example, in 2015, a breach of the US Office of
Personnel Management resulted in the theft of Social Security numbers and other sensitive
information about current and former government workers, applicants and contractors, as well
as spouses of those who underwent background checks for security clearance, and affected 22.1
million people.
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Cyber attacks do not end at the attacker making off with valuable information. Some attackers have
used a form of digital extortion, which can completely disable an organisation from functioning, by
encrypting data and holding it hostage via “ransomware”. For example, it was reported on 7 June
2016 that the University of Calgary paid out $20,000 to an attacker in order to regain access to
data affected by a “ransomware” cyber attack.
The potential fallout from cyber attacks is so great that the Singapore Government has even
indicated that it will disconnect computers in the public service from the Internet starting from
May 2017.

Directors’ risks and responsibilities
Directors face a myriad of legal risks arising from cyber risk. The organisations that they helm may
face lawsuits from affected customers and partners for liability in negligence, contractual breaches
(such as confidentiality clauses, or undertakings to take security precautions), and indemnity claims
for loss.

The director’s role
There are various steps directors can take to ensure that their organisation adequately addresses
cyber security risks. These include:
• Undertaking a legal review of IT vendor, outsourcing and customer agreements;
• Conducting a review of physical, administrative, technical, legal and IT security measures; and
• Managing legal risk as part of contingency plans to prevent, detect, manage and deter breaches.
This is not an exhaustive list, and applicable standards for such audits and reviews will change as
new standards, practices and threats emerge over time.
Directors should constantly review whether implemented measures remain adequate to fend off
cyber attacks of the future in tandem with legal developments, and ensure that their companies
have in place a coherent cyber security framework addressing legal, business and operational risks.

Directors themselves may face liability to their companies in failure to exercise due care or breach
of their fiduciary duties at common law and/or under the Companies Act.
Further, various regulatory frameworks such as the Personal Data Protection Act (PDPA) and rules
and guidelines relevant to SGX-listed corporations may impose additional liability on directors and
organisations for failing to address cyber risk.
For example, the lack of adequate policies can expose organisations and directors alike to liability
under the PDPA, as seen from the Personal Data Protection Commission (PDPC)’s recent decisions
against several organisations for their breaches of the PDPA’s Protection Obligation, which led to
financial penalties, directions and warnings being imposed on the organisations. In these decisions,
the PDPC highlighted that the organisations had failed to conduct regular audits, manage its
third party vendors and enforce adequate password and data protection policies, among other
arrangements. Directors need to ensure that their organisations adequately protect personal data
so as to guard against such legal risk.
The Code of Corporate Governance issued by the MAS, and the Board Risk Committee (BRC) Guide
produced by SID are clear examples of where directors are tasked with responsibility in relation
to IT-related risks. A company which is a listed company is required as part of SGX’s Listing Rules
to disclose and explain any deviation from any guideline of the Code in its annual reports (i.e. the
“comply or explain” principle).
The Code’s guidelines, among other things, include the need for boards to review the adequacy
and effectiveness of the company’s risk management and internal control systems, including its IT
controls, at least annually. The SID’s BRC Guide provides a list of IT risks that the board of a listed
company should be aware of and should ensure that management has taken steps to mitigate.
These guidelines, taken as a whole, place a strong onus on directors of listed companies to address
and mitigate such risks as part of their responsibilities.
Accordingly, directors should be proactive in ensuring that their knowledge of the cyber security
and regulatory environment is up-to-date, and obtaining professional or legal advice as necessary
in assessing and addressing their organisation’s cyber risks.
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Data breaches: Business and legal risk issues
By Rajesh Sreenivasan, Head, Technology, Media & Telecommunications, and
Steve Tan, Deputy Head, Technology, Media & Telecommunications, Rajah &
Tann Singapore LLP

As more businesses take their operations online and go digital, the amount of data that is being
generated and collected has increased exponentially, resulting in the phenomenon we now call,
“big data”. Big data may comprise data of all sorts, including those which can be used to identify
the consumer, from whom the data originated and to whom the data relates (i.e. personal data), and
are valuable for a number of reasons.
This ability to use such data to predict consumer behaviour is what is driving the success of
the online retail sector. Such predictive marketing is only made possible through data analytics
conducted on the vast amounts of data collected from the consumers to analyse the purchasing
trends and patterns of consumers, which is consequently used to devise marketing strategies.
However, the collection and generation of such vast amounts of data can be a double-edged sword,
as businesses that hold the data are equally at risk of losing it (inadvertently or otherwise).
What results is a data breach, which depending on severity and magnitude, as well as the nature of
the data that was lost, could have severe adverse ramifications on the business.
What then are these ramifications and what should be done to prepare, or respond to them?

Data breaches and their aftermath
Data breaches – unauthorised accesses to, leakage of or disclosure of data – have been
increasing in size and prevalence with each passing year, with cyber criminals (and even state
actors) taking a keen interest in obtaining sensitive corporate and personal data from both
private and public organisations.
In the last several years, many reports from around the world and in Singapore abound of data
breaches occurring in many reputable organisations such as Sony and Target. It appears that it is
no longer a question of, if a data breach will happen, but when.
As businesses continue to hold more and more amounts of data, and given its importance as a key
asset and operational currency of any organisation, it is critical that businesses prioritise how it can
reduce the impact of a data breach and effectively deal with it, when it happens.
The consequences of a data breach for an organisation are severe, ranging from a loss of reputation,
plummeting stock price or revenue, loss of customers, legal suits and damages to be paid out, loss
of regulatory license or significant regulatory sanctions or fines being imposed.
In this regard, a Ponemon Institute research report, 2015 Cost of Data Breach Study: Global Analysis,
which surveyed more than 350 international organisations, showed the average total cost of a data
breach for businesses increased from US$3.52 million in 2014 to US$3.79 million in 2015.
Some data breaches have also resulted in significant repercussions for senior management
personnel, including the possible loss of job and personal criminal liability.
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The important question is therefore how businesses can take measures to guard against the threat
of possible, if not inevitable, data breaches, and to prepare for how businesses can respond and
deal with data breaches that occur.

In the event of a data breach, businesses will likely have to deal with multiple issues including
containing the breach, assessing the damage, determining the cause of the breach, the nature of
the data compromised and the identity of who accessed the information, and evaluating legal
liability and obligations to notify affected persons and/or the relevant regulators. These often
happen in parallel and businesses would do well to have an incident response plan in place to
deal with such issues.
Specifically on the issue of legal liability, businesses need to be prepared for various legal and
regulatory exposure including:
• Civil actions from multiple parties including persons whose personal or transactional data has/
have been compromised
• Regulatory action by concerned regulators such as the Personal Data Protection Commission
• Investigation by relevant industry specific regulators such as the Monetary Authority of Singapore
which may lead to fines or suspension or termination of business licences
• Court injunctions requiring IT systems to be taken off-line and causing suspension of services
• Court orders mandating provision of information on the data breach and its impact on
specific datasets.
With social media at play — making the possibility of the breach going viral very real—it is also of
paramount importance that any response be timely and effective. Businesses must aim to be (or be
perceived), as far as possible, in control of the narrative surrounding the breach.

Preparing for data breaches
When preparing for data breaches, businesses should put in place both preventive and reactive measures.
From a preventive standpoint, businesses should ensure that the relevant IT security measures,
such as firewalls, anti-virus software, encryption controls, event monitoring programmes and data
loss prevention systems are installed and operational within the businesses’ IT systems. Where
possible, these IT security measures should be reviewed and updated regularly. Penetration testing
and similar exercises can also be carried out periodically to identify any weaknesses in the IT
security systems, and to rectify the same where possible.
Separately, policies and guidelines dealing with operational security and best practices within the
organisation, such as bring-your-own-device (BYOD) policies, user, employee security policies and
similar internal policies, should also be developed and implemented. Where applicable, employees
and personnel should also receive adequate training and education on these policies as well as
the risks of data breaches. This practice should be extended to third party vendors when business
processes and activities involving data are outsourced.
From a response standpoint, businesses should develop various incident response plans to deal
with security breaches or incidents and they should cover a whole gamut of issues such as media
and corporate communications, how investigations should be carried out, what legal analysis must
be undertaken, the respective roles and responsibilities that various personnel and staff should
have to fulfill in such an event.
A task force can be formed to implement the incident response plans and it is responsible for
testing the plans with, for instance, breach simulation exercises to assess the readiness of the
various teams to deal and cope with such incidents. What follows should be an after-action report
that will be used to plug or rectify any gaps that may be identified.
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Businesses can also consider engaging a panel of external counsels and experts from various fields
to act for the business on a retainer basis. They could familiarise themselves with the businesses’
operations and policies in preparation for such a time when they may be activated in the event of a
data breach. When a data breach occurs, such preparedness may provide an invaluable advantage.

Dealing with a data breach
In the event of a data breach, businesses should be ready to implement the abovementioned
policies and procedures immediately. This may also necessitate the activation of the external
experts and consultants— such as digital forensic and IT specialists to investigate the cause of
the breach and to contain the breach if necessary; public relations and corporate communications
consultants to manage the press and media reports on the incident and to deal with enquiries
from the customers; and lawyers for legal advice to understand the potential implications, risks
and consequences of the data breach and respond to the data breach by notifying regulators and/
or affected individuals, for example.
At this juncture, an important issue to consider is whether the business should notify any relevant
authorities. While there are many reasons to disclose the data breach to the relevant authorities,
there may be instances where it would be unnecessary, or even beneficial, to not make such
a notification. This in turn depends on whether the relevant business is under any mandatory
obligation to notify any relevant authority in such an event.
In Singapore, the overarching legislation governing the protection of personal data is the Personal
Data Protection Act (PDPA). Under the PDPA, there is no mandatory requirement to notify the
relevant authority, that is, the Personal Data Protection Commission (PDPC), in the event of any
data breaches involving personal data.
Notwithstanding this, given that the PDPC takes data breaches very seriously, and has the power to
initiate investigations on its own accord, or on any complaints that it receives, businesses should
assess whether it would be prudent, in light of the circumstances, to come forward and notify the
PDPC when they experience a data breach, despite the fact that there is no requirement to notify
data breaches. This is especially so if the business suspects or has reason to believe that it is likely
to be a subject of investigation by the PDPC, or if it is aware of any data breaches that might cause
public concern or where there is a risk of harm to a group of affected individuals.
In this regard, the PDPC has stated in its Guide to Managing Data Breaches, issued in May 2015, “that
in the event of a data breach, businesses should notify the PDPC in cases where there is a cause
for public concern or where there is a risk of harm to a group of affected individuals, and that
although data breach notifications are not mandatory, the notifications made by businesses, or the
lack thereof, will affect the PDPC’s decision on whether the business has reasonably protected the
personal data under its control or possession”.
In PDPC’s latest Advisory Guidelines on Enforcement of the Data Protection Provisions issued April
2016, it is reiterated that if businesses take immediate steps to notify the affected individuals of
the breach and reduce the damage caused by a breach (such as informing individuals of steps they
can take to mitigate the risks arising from the breach) and if the business voluntarily notifies the
PDPC of the data breach as soon as it is aware of it, such actions will be considered as mitigating
factors when the PDPC makes its enforcement decision.

Finally, it should be noted that there may be sectoral regulations that mandate the reporting
of data breaches to the sectoral regulators. For instance, pursuant to the Monetary Authority of
Singapore (MAS)’s Notice on Technology Risk Management, financial institutions regulated by the
MAS must notify the MAS of, inter alia, any security breaches to their IT system. In this regard,
timelines have also been stipulated such that an initial notification must be made within an hour
of the discovery of such an incident, with a detailed report to follow within 14 days of the incident.
Regulated businesses should therefore take steps to ascertain whether they are under such an
obligation.

A cybersecurity bill
In 2017, the Ministry of Communications and Information (MCI) will table a Cybersecurity Bill in
Parliament to keep pace with the evolving cyber security landscape in Singapore and beyond. This
follows on from other recent initiatives taken by the government to strengthen cyber security in
Singapore, such as the establishment of the Monitoring and Operations Control Centre, which
provides constant monitoring and surveying of Singapore’s networks, in late 2014, and the Cyber
Security Agency (CSA) in April 2015.
Along with the objective of securing Singapore’s critical information infrastructure, the new Bill
will also empower the CSA to manage cyber incidents and to raise the standards of cyber security
providers here. Potentially, the Bill could grant the CSA the authority to take actions or direct
other persons or entities to take actions, so as to effectively manage and coordinate multi-sector
responses to cyber incidents.
It is anticipated that more details will be provided when the MCI consults the stakeholders in due course.

Be proactively vigilant
The increasing number of incidents involving data breaches and the resurgence in the government’s
efforts to enhance the state of cyber security in Singapore is demonstrative of the need for greater
measures to be taken to guard, as far as possible, against potential cyber threats and data breaches.
In this regard, businesses should not only ensure that their IT systems are regularly tested and
updated, but should also develop policies and procedures, such as crisis management teams and
legal response teams, to respond to cyber security related incidents when they inevitably occur.
Businesses also need to adopt a proactive, instead of reactive, cyber security stance and ensure
that personnel are trained and ready to manage any cyber security breach that occurs.
Given the potential reputational and financial damages that cyber attacks are capable of causing
to businesses, it is imperative that cyber security is no longer labeled as a matter purely for the
IT department but recognised as a board level and senior management issue. Instead, businesses
should adopt the attitude that cyber security breaches are most probably inevitable, and take
proactive steps to mitigate such risk. The necessary training, protocols and policies for cyber
security breach readiness should be put in place.
that cyber security breaches are most probably inevitable, and take proactive steps to mitigate
such risk. The necessary training, protocols and policies for cyber security breach readiness should
be put in place.

Separately, under the Computer Misuse and Cybersecurity Act (CMCA), which is the primary
legislation in Singapore governing cyber security related offences, there is no requirement to
report data breaches unless the Minister of Home Affairs specifically requires a person or entity to
do so through the issuance of a certificate under the CMCA.
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What every CISO needs to know about
cyber insurance
By Peter Sparkes, Senior Director, Cyber Security Services,
Asia Pacific & Japan, Symantec

Where there is smoke, there is fire.
Major data breaches in both private and public sectors are in the news every day and experts
warn that a massive cyber terrorist event could cause major market disruptions, and even physical
damage to property and critical infrastructure.

A major part of every cyber insurance claim is Incident Response.
A well-built and regularly tested Incident Response programme is an important component of a
comprehensive risk management plan, and can mean the difference between a minor incident and
a major breach.
An Incident Response programme should be in place long before you get into a compromising
situation. Having live response provides better and faster results against attacks, helping
organisations minimise potential data and monetary loss.

Data breach: Crisis communications is key
A cyber attack can leave an organisation helpless and its brand damaged.

Governments are exploring ways cyber insurance legislation could reduce serious risks by
encouraging safer cyber behaviour. On the same thread, the impact of a cyber attack to an
organisation’s brand, reputation, and business operations can be catastrophic.

When compromised, companies have many different audiences they must reach in their
communication. Often, organisations wrongly entrust crisis response to PR generalists, which is
a dangerous gamble. Cyber security and breach response is fraught with legal and regulatory
landmines that, if not understood, will likely result in lawsuits.

Organisations need to plan proactively but prepare for the reactive, which includes insurance for
goods, intellectual property (IP), and commerce – the assets sailing across the digital landscape.

It is important to find a crisis communications professional to help the company create a crisis
communications plan.

Cyber insurance: What you should know

Litigation: Avoiding it

Cyber insurance is evolving as fast as technology. What is considered core coverage today was
not available as little as three years ago, and enhancements to coverage are negotiated in the
marketplace every day.

Companies should contact outside counsel as soon as they discover an information security breach.

Cyber insurance itself is not a defence. It is the application of cyber insurance as another layer of
defence, complementing the efforts of IT and other information security functions, where the greatest
value is realised.

Under most jurisdictions, the moment an organisation discovers a breach is the time the clock starts
ticking for the company to meet its legal obligations. Unfortunately, private litigation following the
revelation of a breach seems inevitable. A company that can quickly discern the true impact of an
attack will be in the best position to counter allegations.

Privacy attorney: Lynchpin to success

Take steps to be aware of the evolving risks of cyber attacks. By proactively building a holistic
protection strategy, one will be in a much stronger position to protect the organisation’s brand,
reputation, and business operations.

When a data-privacy security incident happens, experts are needed immediately.

Be proactively vigilant

The legal framework surrounding data security incidents changes constantly. It is not a one-size-fits
all. Proper legal handling of an incident requires counsel with significant data privacy experience.

The increasing number of incidents involving data breaches and the resurgence in the government’s
efforts to enhance the state of cyber security in Singapore is demonstrative of the need for greater
measures to be taken to guard, as far as possible, against potential cyber threats and data breaches.

The attorneys who focus their practice in this rapidly growing area are the key to an organisation’s
successful response to a crisis.

Insurance brokers: More than a sales contact
The insurance industry does not have all the answers today to identify and quantify cyber risks.
To effectively assess cyber risk requires engaging an insurance broker. Unlike other classes of the
industry, a broker represents the interests of the buyer. First-class brokers work with their clients
to understand the assets at risk and how best to address them either under the existing insurance
programme or through a new dedicated product.
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Incident response: Why planning for failure can lead to success

In this regard, businesses should not only ensure that their IT systems are regularly tested and
updated, but should also develop policies and procedures, such as crisis management teams and
legal response teams, to respond to cyber security related incidents when they inevitably occur.
Businesses also need to adopt a proactive, instead of reactive, cyber security stance and ensure that
all personnel are trained and ready to manage any cyber security breach that occurs.
Given the potential reputational and financial damages that cyber attacks are capable of causing
to businesses, it is imperative that cyber security is no longer labeled as a matter purely for the
IT department, but recognised as a board level and senior management issue. Instead, businesses
should adopt the attitude that cyber security breaches are most probably inevitable, and take
proactive steps to mitigate such risk. The necessary training, protocols and policies for cyber
security breach readiness should be put in place.
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Quantifying the cyber risk impact
By Tom Srail, Technology, Media & Telecommunications Practice Leader,
Willis Towers Watson

The spotlight is increasingly being placed on the challenges that cyber risks pose, but how much
do we know about the true extent of these threats. It is important to understand that very few
cyber vulnerabilities lead to discrete cyber exposures. Instead, most of them enable, accelerate or
amplify existing portfolio risks.
The German Blast Furnace case in 2015 is one prime example. Hackers had struck an unnamed
steel mill by manipulating its control systems so that a blast furnace could not be properly shut
down, resulting in severe damage. The organisation already knew that to lose one of its three
furnaces was a critical enterprise risk. However, while their provision recognised its high impact,
they assumed a low probability of occurrence. In this case, cyber risks made the probability of
occurrence substantially greater, and the true scale of the exposure was not adequately quantified.

Why is the outlook so bad?
There is no single answer. There is a lack of education and awareness about our real vulnerability
levels. We also have the paradox that many recognise cyber is an issue, but instinctively believe it
to be somebody else’s problem – that it does not apply to them.
Verizon’s recent Data Breach report estimates that almost 60 percent of organisations that are
successfully breached do not find out about the breaches themselves. Put another way, this means
that almost 60 per cent of organisations that are breached actually do not know it yet. This is
reflected in the lack of discipline applied to the organisations’ management of cyber risk in their
broader Enterprise Risk Management (ERM) framework.
Consider any other category of risk. An organisation will quantify the scale of the exposure in a
rigorous manner before making informed choices about the most effective deployment of capital
to address the exposure. They do this by balancing the three levers they have available:
• Risk mitigation
• The retention (and funding) of risk
• The transfer of risk

Failures like this stem from the one-dimensional approach to risks that many organisations are
taking – they focus on covering liabilities through insurance without a true quantification of cyber
exposures or having measurable cyber defences. Risk quantification discussions must now also
consider the impact that poor cyber risk management practices will have on an organisation’s cost
of capital.

However, we do not see these levers being applied to cyber risks.

The cyber loss equation is getting big, fast

If three of the top 10 critical enterprise risks are underestimated to the same level, an organisation
can quickly find itself with more than half a billion dollars of unaddressed exposure. Without a
meaningful strategy to address these risks, how can investors have confidence in the medium to
long-term investment profile of the organisation?

Cyber is a multi-headed beast. It draws people to academic definition discussions that divert us
from the core issue – that increasing digital enablement and connectivity is increasing the breadth
of cyber vulnerabilities that organisations face. It is a problem that is going to get worse before it
starts to get better.

Going back to the blast furnace case, the provision for the furnace was based on very high impact
but low probability, and set at $60 million. However the actual probability of occurrence was five
times higher than anticipated – bringing an additional $240 million of exposure.

Defining “good” cyber practices is half the challenge

This has dramatic implications for risk management in organisations. Equally it creates investment
and rating challenges over time as the cost of cyber losses also increases over time. The Centre
for Strategic and International Studies Report in July 2013 estimated that the global annual cost
from malicious cyber activity ranged between US$300 billion and US$1 trillion (0.4 to 1.4 per cent
of global GDP). Comparatively, the global provision for crime is 0.8 per cent of global GDP.

Half of the challenge in managing cyber risks is to start with a universal definition of what “good”
cyber management looks like, and having rules to demand adherence to that benchmark. Although
there is a patchwork of legislation, by and large it only applies to personal data like those evolving
in Singapore and just enacted in the EU. There is a legislative vacuum we are missing – a universal
legislative description of requirements.

These losses were calculated on the basis that there were 3 billion users actively using the Internet
on 6 billion connected devices. Consider the scenario in 2020 where Cisco estimates that there
will be 6 billion Internet users and 40 billion devices (Microsoft estimates 60 billion devices).

The equivalent is the 70’s discussion about “quality”. At the time, there were heated arguments
about who would pay for these quality systems, when of course everybody already was. Then the
existential challenge from Japan emerged; some were ready, some were not. Today, no one would
argue that bad quality is good business and yet, in effect, this is what we hear today in the context
of cyber.

Even if we assume a linear growth of losses associated with the growth in connected devices,
these potential losses will represent over four percent of global GDP by 2020. In effect, the world
will be seeing a global recession and capital markets will have to respond.
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Cyber risk is misunderstood and mismanaged

In this legislative vacuum, money and cost of investment capital is not yet playing its full part
in driving “good” cyber management. Considering the potential cyber losses when 2020 levels
of connectivity are achieved, it is inevitable that markets will make the link between the cost of
capital and the effectiveness of cyber defences.
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Responding to the challenge
Considering the poor management of cyber risk in the ERM framework and recognising the link
in cyber defence effectiveness to the cost of capital, we clearly need to be more disciplined in our
quantification and management of cyber exposures.
In Asia, we are still seeing low levels of cyber risk transfer through insurance. However, most
well managed organisations are already thoroughly quantifying and addressing gaps in their
insurance programmes.
Rating agencies like Moody’s are already signalling an increasing focus on cyber risk management
as an important part of their credit analysis – especially for organisations which hold large amounts
of personal data. Organisations need to bring cyber risk into their ERM discussion as a discrete
component of managing their medium to long-term investment profile. This will allow them to
prepare for the otherwise exogenous shock of investors adding 20, 30, 50 even 100 basis points to
their cost of capital.
This is in a fast approaching future where a lack of effective cyber defence capabilities and effective
management of cyber risk will be reflected in higher funding costs. Just like the case of “quality” in
the 70s, once again, there will be those that are ready and those that are not: only this time, cyber
exposure will be the existential threat.
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Smart Nation – New Ways of Commerce : Logistics and eCommerce
Smart Nation – New Ways of Working: Trade Finance and Future of Workplaces
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The Boardroom of the Future
Digital Disruption in Retail: Of eCommerce, Omnichannel and Mobile
Digital Disruption in Banking: Reimagining the Future of Financial Services with FinTech
Digital Disruption in Public Transport: Taxiing to a Car-less Future
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A*STAR ETPL

Exploit Technologies Pte Ltd, or ETPL is the commercial arm of the Agency
for Science, Technology and Research (A*STAR), Singapore’s lead agency for
fostering world-class scientific research and talent.
ETPL is a one-stop resource that supports A*STAR in transforming the economy
through driving innovation and commercialising its research outcomes.

Booth: 22

Accellion

Accellion, Inc. provides secure access to enterprise content to enable increased
enterprise productivity and ensure data security and compliance.

Booth: 1B

Accellion is the leading provider of private cloud solutions offering enterprise
organisations the scalability, flexibility, control and security to enable a global
workforce with the tools they need to securely create, access and share
information, wherever work takes them.

ETPL enhances the research output of A*STAR scientists by translating their
inventions and intellectual capital into marketable products, processes and
services. Through shaping and facilitating licensing deals and spin-offs, ETPL
actively engages industry leaders and players to commercialise A*STAR’s
technologies and apply them to building ecosystems that benefit business,
industry and economy.

Its solutions are used by more than 15 million users and 2,500 of the world’s
leading corporations and government agencies including Procter & Gamble,
AS Watson, Bridgestone, Queensland Health, Harvard University, and Hyundai
Motor UK.
www.accellion.com

www.etpl.sg

ACA Pacific
Booth: 09

ACA Pacific Technology is an IT supplies, marketing and value-added
distribution company established in 1986. The company, with a network of
over 800 channel partners across Asia Pacific, specialises in integrating the
“best of breed” technology products to meet the changing business dynamics,
and providing unparalleled levels of channel sales and marketing support to
some of the world’s top IT product manufacturers and technology developers.
ACA Pacific currently partners with Progress (NASDAX: PRGS), a global leader
in application development with offerings spanning web, mobile and data
for on-premise and cloud environments. Together, ACA Pacific and Progress
empower digital transformation that organisations need to create and sustain
engaging user experiences in today’s evolving marketplace.
ACA Pacific product and service offerings ranges from business, imaging,
enterprise security and networking solutions to professional services and
training centres.

Acronis
Booth: 08

Acronis sets the standard for hybrid cloud data protection through its backup,
disaster recovery, and secure file sync and share solutions. Powered by the
Acronis anydata engine and set apart by its image technology, Acronis delivers
easy, complete and affordable data protection of all files, applications and
operating systems across any environment – virtual, physical cloud and mobile.
Founded in 2003, Acronis protects the data of over five million consumers and
500,000 business in over 145 countries.
With more than 100 patents, Acronis products have been named best product
of the year and cover a range of features including migration, cloning and
replication. Today, Acronis solutions are available worldwide through a global
network of service providers, distributors and cloud resellers.
www.acronis.com

www.acapacific.com.sg
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Board PAC

Board PAC
SECURE, SIMPLE & POWERFUL

Booth: 17

BoardPAC, is a secure iPad-enabled paperless board meeting automation
solution provider with presence in over 20 countries.
The solution is a simple, secure and powerful platform that enables board
members to instantly access all board communications material, annotate
and share content, approve or reject circular resolutions electronically, view
and confirm meetings, and access archived information to make informed
decisions from anywhere. It is a powerful platform enabling Green IT into
the enterprise.

Boardvantage

Boardvantage leads the market in delivering paperless process for boards and
committees. Directors can e-sign documents, approve meeting minutes, share
annotations, or utilise an array of other tools to manage their day-to-day work.

Booth: 07

Boardvantage also captures complex meeting process online. With dedicated
workflows and support for last-minute updates, board secretaries can
streamline meeting preparation and follow up, increasing productivity through
dedicated workflows and streamlined meeting preparation processes.
Trusted by enterprises worldwide, including half of the Fortune 500,
Boardvantage raises visibility and makes process outcomes more timely
and predictable. Boardvantage is used by some of the biggest companies in
Singapore, including Singapore Airlines, Singapore Management University
and Banyan Tree.

BoardPAC is offered with strict security management certification by ISO
27001. It is ranked the number one iPad-enabled board meeting automation
solution platform in the Asia Pacific and is an emerging global leader.
www.boardpac.co

Boardroom Limited
Booth: 15

Boardroom is a leader in corporate and advisory services in Asia Pacific. Our
services include Corporate Secretarial, Share Registry Services, Accounting,
Taxation and Payroll, and Governance, Risk and Compliance Services.
For the past 48 years, Boardroom has helped over 5,500 companies navigate
the ever-changing business landscape, especially in the digital scene. The
recent launch of the Payroll Aggregator Platform, ‘PayBoard’, as well as
the ‘Consolidated Digital Solution’ application has clearly demonstrated
Boardroom’s innovative edge in driving productivity and taking on
technologies to further improving your business process.
With Boardroom’s in-depth knowledge across 14 offices in Singapore,
Australia, China, Hong Kong, and Malaysia, as well as its extensive partner
network in Asia Pacific, Boardroom is well-placed to help businesses realise
their maximum potential.
www.boardroomlimited.com
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www.boardvantage.com/sg

Deloitte
Booth: 23

Early development of robots were mostly mechanical, focused on automating
repetitive tasks. In recent years, the rise of mobile internet, big data, cloud
computing and artificial intelligence has fuelled the development of more
intelligent machines.
These developments and the increasing focus on innovation to improve
and drive business is key to Deloitte Risk Advisory team’s conception of an
integrated robot premised on improving client experience and increasing
practitioners’ output productivity. Known as C.L.A.I.R.E, it will be a platform for
Smart Governance and will be able to host applications that can track work
in progress, revenue and cost and utility. This prototype is showcased at the
Digital Den.
In addition, Deloitte will be demonstrating the thought leadership and
research work done over the year in the Deloitte Risk Innovation Centre.
www.deloitte.com.sg
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Digimagic
Booth: 06

Digimagic is a full-fledged creative technology agency that specialises
in the delivery of customised solutions for all marketing and corporate
communications needs.
As a frontrunner in creative technology, Digimagic transforms content and
conventional events into a fully customised experience by using and integrating
cutting edge technology. Digimagic provides immersive Experiential Media
(ExM) solutions that connect with the emotions of audiences. ExM engages
people at the deepest level so that they absorb information by getting
involved and enjoying the experience. This makes communication more like
an experience rather than a lecture, more an “emotional trip” rather than a
“business trip”. Digimagic also provides design consultancy, projection
mapping, interactive multimedia solutions to both public and private
sector clients.

Dimension Data

Booth: 01

Dimension Data uses the power of technology to help organisations achieve great
things in the digital era.
As a member of the NTT Group, Dimension Data helps clients enable technology,
operate their IT infrastructures and transform technology solutions that deliver
value. It combines an expertise in networking, security, customer experience (CX)
and collaboration, data centre and end-user computing, with advanced skills in IT
outsourcing, IT-as-a-Service, Systems integration services and training.
With a turnover of US$7.5 billion, offices in 58 countries, and 31,000 employees,
Dimension Data delivers at every stage of a client’s technology journey, wherever
they may be situated in the world. Dimension Data is the Official Technology Partner
of Amaury Sport Organisation, organiser of the Tour de France.

The creative and panoramic effects that you see in the morning plenary of
this conference is an example of the immersive and interactive multimedia
solutions that Digimagic provide for events, museums, galleries and exhibitions.

www.dimensiondata.com

www.digimagic.com.sg

Diligent

Booth: 25
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Diligent is the leading provider of secure corporate governance and
collaboration solutions for boards and senior executives.
The Diligent Boards (formerly Diligent Boardbooks) solution is an easy-touse, secure paperless board meeting solution. It speeds up and simplifies
how board materials are produced, delivered and collaborated on using iPads,
Windows devices, PCs and the Web, removing the security concerns of doing
this by courier, email and file sharing.

EQS Group
Booth: 04

EQS Group is a leading provider for digital investor relations solutions to
publicly-listed companies.
Headquartered in Munich, EQS Group has over 200 employees in 12 cities
globally. Within Asia Pacific, EQS operates offices in Singapore, Hong Kong,
Taipei, and Mainland China, serving over 500 companies in the region.

Over 140,000 directors and executives in more than 60 countries rely on
Diligent to provide secure, intuitive access to their most time-sensitive and
confidential information, ultimately helping them make better decisions. It is
the world’s most widely-used board portal solution.

EQS helps streamline the workflow of IR Managers when communicating
digitally (via its online SaaS platform EQS COCKPIT) with investors and
stakeholders within a single web platform. In addition to COCKPIT, EQS also
helps listed companies create other digital forms of communication, including
developing and maintaining corporate IR websites, configuring stock charts
and IR tools, producing digital reports, and producing audio/video webcasts.

www.diligent.com

www.asia.eqs.com/en
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Handshakes
Booth: 10

Handshakes is a data technology company specialising in innovative data
synergy services, network analytics and data unification.
Handshakes offers efficient and powerful solutions for knowledge management,
due diligence and background checks on individuals and companies. This is
accomplished through providing clients live access to official intelligence
and tools to study connections between people and companies in Asia.
Handshakes also offers artificial intelligence solutions to automate extraction
and unification of semantic information from text sources.

Institute for
Media Innovation, NTU

The Institute for Media Innovation (IMI) in NTU was started to house various
disciplines and know-how under one roof, and to be able to innovate in the
area of new media, particularly in 3D visualisation, regardless of discipline.
IMI’s director is Professor Nadia Magnenat Thalmann, a top researcher and
one of the most cited author in the fields of virtual worlds, virtual humans
and social robotics.

Booth: 05

IMI includes the BeingThere Centre on 3D telepresence. It is behind the
development of social robot NADINE who is able to show emotions according
to the discussion she has with real persons, has memory processes, recognises
people and behaves rather autonomously.

Handshakes is an authorised re-seller of ACRA data, it is unique in applying
network analytics to ACRA’s datasets to create tools that automate the discovery
of potential customers, beneficial ownerships and conflicts of interests. In all,
Handshakes’ tools are particularly useful for prospecting, client-onboarding
and vendor risk management.

The institute has been working with the LKS School of Medicine to develop
see-through medical applications for teaching purposes, and used virtual
dolphins to help autistic children.

www.handshakes.com.sg

IHiS

Booth: 24

IHiS is a multiple award-winning healthcare-IT leader that manages highly
integrated systems, transforming patient care in Singapore’s public healthcare
sector through smart technology.
IHiS architects and oversees the performance of the clinical, business and
healthcare analytics systems of public healthcare institutions, supporting
more than 40,000 healthcare staff at all public hospitals, national specialty
centres and polyclinics.
The forerunner of innovation in quality care, IHiS has garnered more than
70 awards for its innovations, and played a key role in nine Singapore public
healthcare institutions becoming amongst the first public institutions in Asia
Pacific to achieve HIMSS EMRAM Stage 6, an international benchmark for
advanced technology used in patient care.
www.ihis.com.sg
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www.imi.ntu.edu.sg

Jobook

Booth: 14

Jobook Singapore is an ecosystem that runs on mobile and web system
that aims to better manage job seekers’ career assets and providing career
opportunities with industry players in being the smart connection in
recruitment, creating a platform that is able to find the best fit in the shortest
duration for employers and job seekers. Jobook streamlines recruitment
processes by using technology to offer intuitive and in-depth solutions for
both parties.
Jobook’s solution is specifically customised for the employers, job seeker and
schools in helping them to communicate effectively with each other through
the use of technology. The entire system is built towards empowering users
and reducing redundant work for all.
Jobook’s founder, Raniel Lee, was recognised for his innovation in the IT Youth
category of the 2016 IT Leaders Award by the Singapore Computer Society.
www.jobook.co
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KPMG Digital Village

Booth: 21

The KPMG Digital Village provides a collaborative ecosystem where corporates
can work with innovators and partners to co-create, commercialise and adopt
innovative solutions which address their business challenges.
This model of open innovation combines the scale and resources of corporates
with the agility of start-ups to drive tangible and strategic outcomes. The team
works with strategic partners – research institutes, universities, technology
providers and key enablers such as investors and accelerators – to provide
a portfolio of bespoke services to meet the unique needs of each corporate
client. In addition to its local network, the Digital Village is also plugged into
KPMG’s global innovation network, allowing corporates to access expertise
and innovative solutions from around the world.

SAP

Booth: 13

The Digital Village also provides access to a curated portfolio of market-ready
solutions that are designed to address industry-wide challenges such as the
need to drive productivity through technology and enhance cyber security.

SAP is the world’s largest provider of enterprise application software, helping
companies of all sizes and industries run better. From back office to boardroom,
warehouse to storefront, desktop to mobile device, SAP empowers people and
organisations to work together more efficiently and use business insight more
effectively to stay ahead of the competition.
C-level executives in the digital economy need real-time business intelligence,
ad hoc reporting, and what-if analysis to make decisions for today and drive
change for the future. This is possible with the SAP Digital Boardroom. Built
on SAP BusinessObjects Cloud, this next-generation board portal leverages
SAP S/4HANA Lines of Business data to provide a single source of truth for the
company. The system seeks to provide total transparency to board members,
executives and decision-makers with a comprehensive, real-time view of
business performance across the entire company.
SAP applications and services enable approximately 320,000 business and
public sector customers to operate profitably, adapt continuously, and
grow sustainably.

www.digitalvillage.asia

www.sap.com

NetSfere

NetSfere is an award-winning enterprise messaging service from Infinite
Convergence Solutions, Inc.

TM

A Product of

Booth: 1C

Science Centre
Singapore

Infinite Convergence Solutions, Inc. provides next-generation messaging and
mobility solutions to carriers and enterprises globally, including an Enterprise
Messaging Services suite, secure messaging through its standalone app
NetSfere and SMS, MMS and RCS solutions. The company’s technology supports
more than 130 million subscribers by sending nearly one trillion messages
a year. Infinite Convergence Solutions is a subsidiary of Infinite Computer
Solutions with offices in the United States, Germany, India and Singapore.
NetSfere provides industry-leading security and message delivery capabilities,
including global cloud-based service availability, device-to-device encryption,
location-based features and administrative controls. NetSfere leverages
Infinite Convergence’s experience in delivering mobility solutions to tier one
mobile operators and is also compliant with Health Insurance Portability and
Accountability Act (HIPAA) protocols.

Science Centre Singapore is a non-formal educational institution and
leading regional Science Centre. It seeks to bring out the wonders of science,
technology, engineering and mathematics through a unique blend of
exhibitions, educational programmes and events.
The Centre’s group of attractions includes Omni-Theatre, Snow City and
KidsSTOP™. Highlights of the Centre include the Omni-Theatre having
Southeast Asia’s largest seamless dome screen and the latest and brightest 8k
digital fulldome system in the world.

Booth: 11

The Centre and its partners have played a pivotal role in transforming the way
students and the public interact with and learn about science, technology,
engineering and mathematics. Since 1977, the Centre has welcomed over
30 million visitors and inspired them with more than 1,000 exhibits in 14
exhibition galleries and outdoor exhibition spaces.
www.science.edu.sg

www.netsfere.com
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Splunk

Booth: 16

Splunk Inc. provides the leading software platform for real-time
operational intelligence.
Splunk software and cloud services enable organisations to search, monitor,
analyse and visualise machine-generated big data coming from websites,
applications, servers, networks, sensors and mobile devices. Splunk products
include Splunk Enterprise (searches, monitors and analyses any machine
data for powerful new insights), Splunk Cloud (has the features of Splunk
Enterprise with the benefits of SaaS), Hunk (rapidly explores, analyses and
visualises big data), and Splunk Light (log service and analysis for small IT
environments). In addition Splunk Premium can extend the Splunk platform
with purpose built solutions.

StreamCast Asia

Booth: 02

www.splunk.com

Booth: 19

Straits Interactive delivers end-to-end governance, risk and compliance
solutions that enable trusted business and responsible marketing, especially
in the area of data privacy and protection. It helps businesses achieve
operational compliance and manage risks through a combination of cloud
technology and professional services.
Straits Interactive adopts a life cycle approach to operational compliance
and risk management so that organisations are able to assess risks and
compliance status; defend against these risks and implement policies/
practices; sustain compliance efforts through audits, training and ongoing
monitoring and respond to queries or incidents.
Straits Interactive also provides software-as-a-service that include the
SpiderGate Do-Not-Call Management System, Data Protection Management
System, Governance, and Risk & Compliance (GRC) System, supported by
advisory, audits, and training services. Straits Interactive runs a three-day
GRC Professional Programme with internationally recognised certification
from OCEG.

The brands regionally represented by Streamcast include Magellan –
GPS, GoPro action cameras, SP Gadgets smartphone and action camera
accessories, TexEnergy infinite power and solar products, SteriPEN
water purifiers.
Established in 2001, Streamcast is headquartered in Singapore with
regional offices in Malaysia, Vietnam, Hong Kong, and soon in Cambodia
and Myanmar. Its distribution reach include the ASEAN countries, Hong
Kong, China, India, Mongolia, South Korea, Bangladesh, Pakistan, Sri Lanka,
Nepal and Maldives. Its extensive network of select authorised channel
partners and dealers serves the outdoor, sports, travel, resorts, recreation
and adventure, consumer electronic lifestyle stores, Apple premium
resellers, marine, exploration, government, military and emergency
management organisations.

More than 11,000 enterprises, government agencies, universities and service
providers in over 110 countries use Splunk software to deepen business and
customer understanding, mitigate cybersecurity risk, prevent fraud, improve
service performance and reduce costs.

Straits Interactive

StreamCast Asia is a leading regional distributor of smart wearable activity
devices and accessories technology products that make participation and
involvement in outdoor, sports and travel more fun, safe and effective.

www.streamcastasia.com

StreetSine

Booth: 03

StreetSine Technology Group is an innovative software company that
specialises in big data and artificial intelligence for real estate.
Among its offerings, StreetSine operates SRX Property and its consumer-facing
platforms SRX.com.sg, STProperty.sg, SRX Valuations, myProperty Tracker, and
SEVI chatbot.
SRX Property is the only digital ecosystem in Singapore with Quality Listings.
These listings consist of v360TM Virtual Tours (which allows buyers and
renters to tour homes virtually, before visiting) and X-Listing Price (which
is a computer-backed, valuer-backed listing price that facilitates seamless
transactions in fewer days-on-the market). SEVI (an artificial intelligence
chatbot), myProperty Tracker, and other SRX Property technology generate over
140,000 home values per month for consumers and real estate professionals.
www.SRX.com.sg

www.straitsinteractive.com
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Toshiba

Booth: 12

The rise of wireless and wearable technology provides significant
improvement in communication, operational efficiency, safety and quality of
works. With a deep culture of innovation, over 140 years of inventing solutions,
and 30 years of designing and developing laptops, Toshiba is able to promise
technology breakthrough to create positive value for consumers, companies
and communities.
Two of Toshiba’s revolutionary breakthroughs that were recently launched can
be viewed at its booth.
The Toshiba Smart Glasses and Mobile Gateway is a wearable device that
gives hands-free capability for various applications including maintenance
and inspection, construction, warehouse operations, manufacturing and
retail solutions.
The Toshiba Telematic Solution with Driving Recorder is an all-in-one wireless
telematic device with capability to collect and transmit real time data on
vehicle use, maintenance requirement, automotive servicing as well as GPS
location tracking.

Veritas Technologies

Booth: 20

Veritas Technologies Corporation is an information management company
that enables organisations to harness the power of information inside the
world’s largest and most complex heterogeneous environments. Veritas
works with 86 per cent of Fortune 500 companies, to help them improve data
availability and reveal insights to drive competitive advantage.
The Veritas business represents market leadership in markets estimated at
US$11 billion. Veritas’ strategy is focused on two key principles: availability
and insight.
Veritas invests in and enhances its industry-leading products, delivering
solutions to customers via traditional on-premises software, cloud-based
services and integrated appliances. Veritas leverage its existing IP into new
coordinated architectures to bring next-generation solutions to support data
centre agility and address information governance concerns.
www.veritas.com

www.toshiba-business.com

United Overseas
Bank Limited

Booth: 18

United Overseas Bank Limited (UOB) is a leading bank in Asia with a global
network of more than 500 offices in 19 countries and territories in Asia Pacific,
Europe and North America. Since its incorporation in 1935, UOB has grown
organically and through a series of strategic acquisitions.
UOB is rated among the world’s top banks: Aa1 by Moody’s and AA- by Standard
& Poor’s and Fitch Ratings respectively. In Asia, UOB operates through its head
office in Singapore and banking subsidiaries in China, Indonesia, Malaysia and
Thailand, as well as branches and representative offices.
UOB plays an active role in the community, focusing on art, children and
education, and has run art competitions, volunteer activities for its employees
in the region.
www.uob.com.sg
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Develop your organisation’s cyber security skills to counter emerging
threats. With the aid of simulations at the Cyber Range, Singtel Cyber
Security Institute powered by Trustwave can help deepen C-Suite and
Board awareness on managing cyber risk, and reinforce enterprise-wide
security resilence by testing your responsiveness to cyber incursions.
Email us to find out how resilient your organisation is.
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CREATING REAL PLACES FOR REAL PEOPLE

F

rasers Centrepoint Limited is an
international real estate company
with a portfolio that spans residential,
commercial, hospitality and industrial
asset classes. We invest in, develop and
manage properties in over 80 cities
across Europe, Australia, Asia and the
Middle-East.
We are bound by a common objective
across our diverse geographic footprint –
to develop real places for real people.
Places that are inclusive, where young
and old alike can live, work and play. We
are proud of the contribution we make to
the cities we operate in, from providing
homes for families and accommodation for
travellers, to efficient spaces that allow
businesses to thrive and malls that serve
the needs of local communities.
Our diverse portfolio, active management
of assets across segments and geographies,
and ability to strike the right balance
between development, income-yielding
assets and optimising capital through our
Singapore-listed REIT platforms, allow us to
generate quality earnings throughout the
entire real estate value chain. Combined with
our financial and operational discipline, and
the thoughtful execution of our strategies,
we aim to deliver value to our stakeholders
and the communities we serve.

Northpoint City, Singapore – Mixed-Use Development

Central Park Sydney, Australia – Mixed-Use Development

Heathwood, Australia – Industrial

Artist’s Impression

Fraser Suites Hamburg, Germany – Hospitality Freshwater Place, Australia – Commercial

www.fraserscentrepoint.com
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