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The challenge of data stewardship is 
particularly acute in Singapore, where 
awareness of cyber threats is high. 

In a seven-country survey conducted by Brunswick 
this year, Singapore consumers voiced the highest 
level of concern about the security of their data. 
With 93 per cent of consumers expressing concern, 
Singapore consumers are worried more about data 
security than the economy, healthcare, or job security.

These concerns translate into business risks. 
Consumers increasingly expect companies 
to protect their data and are quick to blame 
companies that lose it. 

Seizing the cyber security 
challenge with data stewardship
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In today’s digital world, the data a company holds brings both risks and rewards. Companies need to 
develop a strong data narrative that shows customers they are good stewards of the data their company 

holds, while also putting plans in place to manage and mitigate cyber crises in the future.

In fact, Singaporean consumers are more sensitive 
to data protection than their counterparts 
elsewhere: 66 per cent of consumers in Singapore 
say that companies should be doing more to 
protect their data, while globally, the number of 
consumers who believe companies should be 
doing more is 62 per cent. What’s more: 56 per 
cent of consumers in Singapore say they would 
boycott a company that was hacked.

These views are matched with declining trust 
in companies to keep their data secure and a 
corresponding belief that companies are to blame 
for data breaches, with 74 per cent of consumers 
in Singapore saying they will blame a company 
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for a hacking incident – that is two and a half 
times the proportion who would blame the 
hackers themselves. 

This number is remarkable and should give 
boards and corporate leaders pause, given the 
growing frequency of hacking incidents, even of 
companies that take strong security precautions. 
Increasingly, these incidents are becoming public. 

They are expensive, as well. Recent estimates 
project that each cyber attack could set back a 
company by US$3.8 million, and the reputational 
cost of every stolen record valued at US$154.  

Cyber hygiene
Smart companies are now planning for these business 
risks, which can become significant reputational 
challenges when not managed effectively. Some of 
the best ways to mitigate cyber risks are the most 
basis: Update your security software regularly and 
have a cyber crisis response plan. 

U.S. government officials estimate that 80 per 
cent of hacking can be prevented with basic cyber 
“hygiene,” which is keeping firewalls and other 
security programs updated with security patches. 
Implementing basic access controls, so it is harder 
for a hacker to gain access to the company’s 
crown jewels, is also a useful step to take. 

Implementing these and other best practices will 
not only improve company security, but will also 
enable a company to develop a data narrative that 
provides reassurance to customers that it is being 
a responsible steward of their data. 

Cyber responsiveness
Developing response plans – both for operations 
and communications--based on the most 
likely and most damaging cyber scenarios for 
a company will also serve multiple purposes. 
Having a plan will help a company lead 
confidently through its crisis, even if the plan 
doesn’t cover every eventuality. 

The process of assembling the plan will bring 
together key players across a company to discuss 
the company’s most pressing cyber issues. 
Oftentimes, clients have found that the process of 
putting a cyber crisis response plan together is at 
least as valuable as the plan, itself. 

However, having a plan is not enough. It is 
critical to see how the plan works – and better 
to test that in a simulation than when the 
crisis hits. So, regularly holding simulations to 
test and adjust cyber crisis response plans is 
important. Just as critical, is having the right 
people at the table. Simulations should involve 
leadership across the company, and the best 
ones include board members who can inject 
a board perspective into the decision-making 
process. 

Extending the cyber education effort beyond 
leadership to employees is another step leading 
companies are now taking. These programs 
are not one-and-done online courses but rather 
multifaceted campaigns that are tailored to the 
corporate culture and measured regularly for 
effectiveness.

Cyber differentiation 
In answering the majority of Singapore 
consumers who say they are not doing enough 
to protect their data, companies also have an 
opportunity. Those who prioritise the protection 
of consumer data and communicate that 
effectively to their customers will differentiate 
themselves from competitors and earn their 
customers’ trust. 

Developing a company narrative and building 
a company’s initiatives around it to show how the 
company is prioritising data protection is a key 
way to build consumer trust on this issue. It puts 
a company on a firm footing, should it need to 
explain or defend its actions in public. “We did all 
we could,” is a much stronger response than, 
“We didn’t see it coming.”
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